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I. 
To establish a computer and network security policy for Clark County (County) that will assure:  
PURPOSE 

 
A. Availability of County Computing Systems and Networks to authorized users that will meet 

business requirements and avoid financial losses; 
 
B. Integrity of data from unauthorized, unanticipated, or unintentional modification or access; 
 
C. Confidentiality of data that is exempt by County code and State or Federal laws from disclosure to 

unauthorized individuals. 
 

County Computing Systems and Networks is an inclusive term referring to computers, networks, 
applications, data, and associated components which provide a complete technology solution for the 
authorized County users.   

 

II. 
All Departments. 
ORGANIZATIONS AFFECTED 

 

III. 
Responsibilities for each party are defined below: 
RESPONSIBILITIES 

A. 
1.  Ensure that this directive is enforced, maintained, and updated. 
County Manager, Clark County 

 
B. 

1. Provide advice and assistance to the Board of County Commissioners (BCC), County 
Manager, and Elected and Appointed Clark County Department Heads to assure that 
County Information Technology (IT) security goals, priorities, and requirements are 
effectively and efficiently addressed to protect the County’s investment in Information 
Technology. 

Clark County Chief Information Officer (CIO) 

2. Issue IT security architectural standards, written guidelines, and best practices, which will 
contribute to a countywide scalable, interoperable, and secure operating environment.  

3. Coordinate the implementation of this directive with Elected and Appointed Clark County 
Department Heads. 

4. Answer questions about the contents of this directive and the applicability of this directive to 
a particular situation.   

 
C. 

1. Determine the sensitivity of data created, collected, processed, stored on, or transmitted 
over County Computing Systems and Networks and ensure that the data is appropriately 
protected. 

Elected and Appointed Clark County Department Heads 

2. Authorize access to departmental data and County Computing Systems and Networks or 
designate the individual(s) who will exercise this responsibility. 

3. Develop and implement information technology security measures, controls, and 
procedures for their department and supporting IT infrastructures in coordination with the 
Clark County CIO. 

4. Ensure County Computing Systems and Networks that support critical County functions 
have a contingency or disaster recovery plan to provide continuity of operation.  
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5. Ensure mechanisms are in place to obtain acknowledgment from users that they 
understand and agree to comply with this directive. 

6. Request any exceptions to this directive (this responsibility cannot be delegated by the 
Elected or Appointed Clark County Department Head to any other employee). 

 
D. 

1. Implement a County-wide Information Security Program to assure that each County 
Computing System and Network has a level of security that is commensurate with the 
risk and magnitude of the harm that could result from the loss, misuse, disclosure, or 
modification of the data contained in the system. 

The Information Technology Department (IT Department)  

2. Ensure that each system has the appropriate and cost-effective technical, personnel, 
administrative, environmental, and telecommunications safeguards.  

3. Coordinate with each Community of Interest and department for the administration of a 
system security program that meets statutory, regulatory, and County requirements and 
the needs of the County and the public. 

 
E. 

1. Prepare and maintain security procedures that implement Administrative Guideline 8 and 
this directive in their local environment and that address access, system access controls, 
auditing, physical security, computer viruses, backup and recovery, and modem and 
Internet services. 

All County Network and System Administrators 

2. Take reasonable precautions to guard against the corruption, compromise, or destruction 
of County Computing Systems and Networks. 

3. Control and monitor access to County Computing Systems and Networks and to system 
and user directories and files.  Accessing system and user directories and files must be 
done in an authorized manner for County business purposes, for the maintenance of 
computing systems and networks for which there is direct administrative responsibility, 
and in instances of suspected or actual security incidents.  

4. Communicate with Elected and Appointed Clark County Department Heads and the IT 
Service Desk regarding any suspected or actual incident that may affect the security of 
County Computing Systems and Networks. 

 
F. 

1. Comply with Administrative Guideline 8, this directive, and the County code, as well as 
federal and state statutes, applicable to the use of County Computing Systems and 
Networks. 

All Authorized Users 

2. Safeguard volumes, directories, and files to which they have been granted access in 
accordance with rights and permissions granted to them by the County department owning 
the data. 

3. Safeguard passwords and other access control information-related system or network 
access by taking reasonable precautions to include:  Personal password maintenance and 
file protection measures; and measures to prevent unauthorized use of their accounts, 
programs, or data by others. 

4. Ensure that changes made to their system configuration that may alter security parameters 
are only made by authorized County network and system administrators and technicians.  

5. Use accounts or network access only for purposes for which they were authorized and 
primarily for County-related activities. 
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6. Represent themselves truthfully in all forms of electronic communication.  Users must not 
misrepresent themselves as others and must not cause a County Computing System or 
Network to assume the network identity or source address of another computer or network 
resource. 

7. Respect the privacy of electronic communications.  Users must not obtain nor attempt to 
intercept or inspect any electronic communication or information for which they are not 
authorized. 

8. Respect the physical hardware and network configurations of County-owned networks by 
not extending the physical network on which their system resides.  

 
G. 

All vendors/contractors and other third parties accessing County Computing Systems and 
Networks are required to comply with this directive and must execute a security agreement in 
addition to contracts and inter-local agreements. 

Vendors and other Third Parties  

 
 

H. 
1. Provide overall guidance concerning information security. 
Clark County Information Technology Security Administrator (ITSA)  

2. Recommend updates/changes to this directive as required/needed. 
3. Provide assistance with the security exception request process. 

 

IV. 
 

PROCEDURE 

This section is specifically for all County security and network administrators.  To achieve the 
Purpose of this directive, each security and network administrator shall configure the County 
Computing Systems and Networks as outlined in the following procedures. 

A. 
All data and information created, collected, processed, stored on, or transmitted over County 
Computing Systems and Networks will be treated as a County asset.    It is the policy of the 
County to prohibit unauthorized access, disclosure, duplication, modification, diversion, 
destruction, loss, misuse, or theft of data and information. 

Security Management 

1. Risk Assessment.  
All County departments that create, collect, process, store, or transmit data or information 
that is excluded/exempt from disclosure by federal statutes, Nevada Revised Statutes, or 
commercial requirements and standards applicable to the County shall, as required, 
perform risk assessments for the excluded/exempt data or information within their purview.  
The Clark County CIO, in conjunction with Elected or Appointed Clark County Department 
Heads, may determine the risk assessment methodology that is used. 
 
Where required, initial risk assessments are to be done for all existing County Computing 
Systems and Networks where excluded/exempt data or information exists and where a risk 
assessment has not already been performed. 

 
Recurring risk assessments shall occur on an annual basis or as a part of the IT change 
management process for the purpose of determining if any standard or non-standard micro, 
minor, or major change will significantly affect the confidentiality, integrity, or availability of 
the excluded/exempt data or information. 
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Risk Assessments for County Computing Systems and Networks that create, collect, 
process, store, or transmit data or information that is excluded/exempt from disclosure must 
be completed, maintained, and retained in accordance with federal statutes, Nevada 
Revised Statutes, and commercial requirements and standards applicable to the County.  
 

2.    Risk Mitigation and Management.   
All County Computing Systems and Networks require effective and reliable controls to 
maintain data confidentiality, assure availability and integrity, ensure customer privacy, and 
protect against unauthorized intrusions and access, misuse, or fraud. Where risk 
assessments are required, the responsible Elected or Appointed Clark County Department 
Head and the Clark County CIO must review the results.  When approved, the risk 
assessment results shall be the basis for developing departmental policies and procedures 
and for implementing security measures to reduce the exposure of excluded/exempt data 
and information to malevolent, natural, and technical vulnerabilities.  

 

B. 
All users of County Computing Systems and Networks will be provided the least amount of 
access to data and information and associated network and server access based on a 
business “need-to-know” basis. Users will be granted the minimum amount of access 
privileges required to successfully fulfill their official assigned duties and job requirements.  
Where users require greater access privileges, a stronger system of access controls will be 
implemented.   

Access   

1. Access Controls.   
The following logical, separation, and segmentation safeguards shall be implemented: 

 
a. Logical Access Restrictions.  An infrastructure shall be architected and implemented 

to validate unique user identification. User logon monitoring shall be enabled to verify 
that only users with authorized access to data are granted access. 

b. Separation and Rotation of Duties.  Roles and responsibilities shall be clearly 
established in order to ensure that no one person is permitted to solely perform 
critical functions without an independent review. 

c. Physical Access.  Access to physical locations where excluded/exempt data is 
created, collected, processed, stored, and transmitted shall be limited to authorized 
personnel as defined in this directive.  

d. Network Segmentation.  Based on data and information risk assessments, 
excluded/exempt data and information shall be segmented to ensure secure creation, 
collection, processing, storage, and transmission.  

2. Access Authorization.   
All requests for access to the County Computing Systems and Networks must be 
approved by the responsible Elected or Appointed Clark County Department Head or 
designee (no less than Manager level).  Unless otherwise prohibited by federal or state 
statutes, ordinances, or case law, Internal Audit may have “read” access to data and 
applications without prior approval. 

  
a. Access Change/Transfer.  All changes to user accounts due to personnel changes, 

position transfers, or contractual requirements must be approved by the responsible 
Elected or Appointed Clark County Department Head or designee (Deputy or 
Assistant Department Head) upon notification by the County Department of Human 
Resources (Human Resources) or the County Department of Finance (Finance).       
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b. Voluntary/Involuntary Access Termination.  All access privileges to the County 
Computing Systems and Networks must be immediately terminated under the 
following circumstances:  When Human Resources provides notification that a user 
will be terminated from employment, whether voluntarily or involuntarily; and when 
Finance provides notification that a vendor/contractor's or other third party's 
contractual relationship with the County will be terminated, whether voluntarily or 
involuntarily.  However, if the access of a user, vendor/contractor, or third party is 
being involuntarily terminated, the access shall be terminated prior to the user or third 
party being notified of termination.  

3. Access Warnings/Disclaimers.   
Statements warning all users of County Computing Systems and Networks of the 
limitations and restrictions of authorized and unauthorized activities involving information 
resources must be displayed in prominent clear type on all County network entry points, 
local area networks, and stand-alone computers.   

 
a. The following warning and disclaimer banners will be displayed during the login 

process.  

"WARNING:  This system is a Clark County computer resource, which may be 
used only for authorized transaction.  Confidential or protected information may 
not be disclosed without appropriate authorization.  Unauthorized use of this 
system may subject violators to criminal, civil and/or administrative action.  All 
information on this system may be intercepted and disclosed for official purposes 
only.  Unless expressly provided, there is no expectation of privacy for any 
information transmitted through this system.  Use of this system by any person 
constitutes consent to these terms." 
 

 “DISCLAIMER OF LIABILITY: For information available from this computer 
system, Clark County does not warrant or assume any legal liability or 
responsibility for the accuracy, completeness, or usefulness of any information, 
apparatus, product, or process disclosed.”  

 
b. To address confidentiality in email, email disclaimers that address the appropriate 

confidentiality requirements must be developed and implemented by each County 
Department to appropriately reflect the Department's business model and be set to 
either be pre-pended or appended to each email that is sent external to the 
Department and County.   

 

C. 

1. Identification. 

System Access Control 

Each individual who has authorized access to County Computing Systems and Networks 
will be assigned and required to use a User Identification (User ID) account that must be 
unique to the individual and consistently employed throughout the County. In cases 
where public access is required, a public access user account may be established upon 
the approval of the responsible Elected or Appointed Clark County Department Head(s) 
and the Clark County CIO.  Public access user accounts will be permitted to execute 
specific transactions and must be prevented from having any general or nonspecific 
network or departmental access. 

a. User IDs Management.  The County will maintain a User ID registry.  User IDs for all 
County individuals will be assigned through interaction between Elected and 
Appointed Clark County Department Heads and the IT Service Desk.  Each User ID 
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is the responsibility of the individual to whom it is assigned.  User IDs or account 
credentials must not be shared including network and computer system administrator 
IDs.  Any exception to this restriction requires approval of the responsible Elected or 
Appointed Clark County Department Head and the Clark County CIO. 

b. Disabling User IDs.  User IDs must be disabled immediately for any individual who is 
no longer affiliated with the County or for any individual who has otherwise lost 
authorization for access to County Computing Systems and Networks.  User IDs for 
employees of the County on a leave of absence for prolonged personal or health 
reasons must be disabled on the first day of leave. The User ID will be reinstated 
upon official notification that the employee has returned from leave.  User IDs that 
remain inactive for a period of time exceeding 60 days must be disabled. User IDs 
that remain inactive for a period of time exceeding 90 days must be deleted. 

c. User ID Naming Convention.  User ID naming conventions for vendors/contractors 
and other third parties must be readily distinguishable from the naming conventions 
used for County employee User IDs and have an expiration date. The County 
Department sponsoring the vendor/contractor or other third party will provide the 
expiration date, and the account must expire on that date.  

2. Authentication. 
Each individual who is authorized access to County Computing Systems and Networks 
must be authenticated before access will be permitted.  Authentication may be based 
solely on passwords or may rely on smart cards, tokens, or digital certificates, in 
conjunction with passwords.  All users are required to authenticate their individual identity 
at logon time, with a username and password. 

a. Passwords.  All User ID accounts must have an associated password.   Passwords 
for User ID accounts may not be written down and may not be shared with anyone.  If 
for some reason a written list of passwords must be maintained, it must be stored in a 
secured location accessible to only the authorized user.   

1. User passwords must be at least eight characters in length and consist of two or 
more of the following: capital letters, lower case letters, numbers, and special 
characters (%*$@!).  User passwords should not include common names or 
phrases. User passwords must be changed every 90 days and may not be 
reused for at least six password change periods. 

2. Network and system administrator passwords must be at least eight characters in 
length and consist of each of the following, as the system permits:  capital letters, 
lower case letters, numbers, and special characters (%*$@!). Administrator 
passwords should not include common names or phrases.  Administrator 
passwords must be changed every 45 days and must never be reused. 

3. Start-up passwords that are provided with new User ID accounts and existing 
User ID accounts where the password was forgotten or compromised must be 
set to a unique value for each user and must force the user to immediately 
change their password upon its first use. 

4. Passwords shall be encrypted during transmission and storage on all County 
Computing Systems and Networks. 

5. Password resets require the users to identify themselves (with demographic or 
other little known personal history/preference information) before a password can 
be reset.  

6. Default passwords provided by vendors with County Computing Systems and 
Networks must always be changed when the hardware, operating system, or 
application is installed or implemented.  Default passwords must not be 
reactivated or used with new software releases or patch upgrades. 
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7. Two factor/strong authentication tools shall be implemented for all employees, 
network and system administrators, and third parties who remotely access 
County Computing Systems and Networks, via the Internet or public wireless 
networks.  Two factor/strong authentication tools are the responsibility of each 
user and must not be shared. 

8. If a password is compromised or two factor/strong authentication tools are 
compromised or lost, the compromise and/or loss must be immediately reported 
to the departmental network or system administrator and the IT Service Desk. 

 
b. User Accounts.  Authorized user access to County Computing Systems and 

Networks must be controlled on the basis of rights and permissions that are assigned 
to each user or group.  Each authorized user or group shall be granted the minimum 
set of rights and permissions necessary to accomplish their assigned departmental 
tasks.  Users who are granted access to excluded/exempt data or information are 
subject to a background check conducted by Human Resources.  

c. Network and System Administrator Accounts.  Network and system administrator 
privileges must be limited to the minimum number of IT staff required to perform their 
duties.  Documented justification must be created and maintained for each person 
who possesses administrator rights to any County computing system or network.   
Users who are granted network and system administrator privileges are subject to a 
background check conducted by Human Resources.  

d. Vendor/Contractor and Other Third Party Accounts.  Accounts set up for use by 
vendors/contractors and other third parties for remote access, development, or 
maintenance must be restricted to the specific County computing system(s) and 
network segment that they have been approved to access.  Accounts will be enabled 
for the periods of time that work is being performed and be disabled during those 
periods of time the account is not required for use.  

e. Generic and Guest Accounts.  The use of generic and guest accounts is not 
permitted.  Individuals who require access to County Computing Systems and 
Networks must be assigned and must use a unique User ID with limited permissions.  
All default guest accounts must be deleted.  The use of a generic email account is 
permitted when the account is assigned to a specific County employee(s).  

f. Volumes, Directories, and Files.  Rights and permissions for access to volumes, 
directories, and files must be granted solely on the basis of need and authorized in 
writing by the responsible Elected or Appointed Clark County Department Head.  
Unless otherwise prohibited by federal or state statutes, ordinances, or case law, 
Internal Audit may have “read” access to data and applications without prior approval.  
Shared access permissions to volumes, directories, and files must be applied with 
care and removed when no longer required.  User and Administrator permissions, 
which allow access to volumes, directories, and certain files, must be reviewed and 
updated at least annually by the responsible Elected or Appointed Clark County 
Department Head. In instances where authorized users (User IDs) no longer require 
certain accesses, rights, and permissions, the user, the user's immediate supervisor, 
or the network or system administrator will, with the responsible Elected or Appointed 
Clark County Department Head's approval, immediately revoke the volume, directory, 
and file access rights and permissions, unless otherwise prohibited by federal or 
state statutes, ordinances, or case law.   

g. Account Lockout.  User Accounts will be disabled after 3 failed logon attempts.  After 
lockout, the account may be automatically reactivated after a minimum of 30 minutes 
or after an authorized IT administrator manually resets the account.  

h. Session Expiration, Terminal Time-outs, and PC Client Screen Savers.  All County 
Computing Systems will be set to ensure that either terminal time-out or PC client 
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screen savers are set to activate after 15 minutes of inactivity.  If a session has 
expired, the user will be required to re-enter their password to access the system.   

 

D. 
All County facilities that house County Computing Systems and Networks must be physically 
protected from unauthorized access, damage, and service disruption by physical controls 
appropriate for the size and complexity of the operations and appropriate to the criticality or 
sensitivity of the data processed on those systems.  The Clark County CIO and Elected and 
Appointed Clark County Department Heads are responsible for ensuring that cost-effective 
physical security measures, controls, and procedures are established and maintained to 
effect data security.  To determine the appropriate measures, controls, and procedures that 
should be applied to data or information that is excluded/exempt, a Risk Assessment shall be 
completed by the affected County department.  

Physical Security  

1. Computer Data Operation Centers and Facilities. 
Physical access to computer data operation centers that contain County Computing 
Systems and Networks must be controlled, monitored, and restricted to authorized 
personnel.  
a. Entrances/exits to buildings must be monitored by closed circuit television, and 

access must be controlled through magnetic stripe badge and/or proximity card 
access systems, as appropriate.  Where appropriate, intrusion alarm systems 
must also be installed. 

b. Physical access by authorized employees shall be controlled through the use of 
the County’s magnetic stripe badge and/or proximity card key access system that 
records the identify of the person associated with the badge or card, access 
dates, time, and location.  

c. Physical access by visitors requires that the person provide specific information 
on a visitor log (their name, date, purpose of visit, and signature) sign-in into the 
area, and be appropriately badged.  

1) If the visitor is to have unescorted access, the visitor must have undergone a 
local criminal history/credit check and must be issued a County magnetic 
stripe badge that identifies the entity that the person represents.  

2) If the visitor does not have unescorted access, an “escort required badge” 
must be issued to the visitor, and an authorized employee must continuously 
escort and supervise the activities of the visitor while they are present in the 
area.  

2. Physical Access to Network, Communication, and Environmental Support 
Infrastructures.    
All physical access to County network components (routers, switches, hubs, wireless 
access points, network cables and network jacks, communication circuits, and power 
sources and auxiliary equipment such as air conditioners and generators) must be 
controlled and restricted through magnetic stripe badge, proximity card access 
systems, or lock and key. Where appropriate, they should also be monitored by 
intrusion alarm systems and/or closed circuit television.  Where physical access to 
the network through network jacks cannot be controlled, guest and authentication 
through .1x security shall be implemented. 

3. Physical Access to Work Areas.   
County data and information resources shall be kept under locked protection during 
non-working hours.  Key control and badging and card key access control measures 



  

 10 

must be established, and each department shall coordinate with the County 
Department of Real Property Management (RPM) to ensure that only authorized 
persons have keys, magnetic strip badge and proximity cards, and access to County 
offices containing County Computing Systems and Networks.    

4.   Terminal and Personal Computer (PC) Workstation Security.   
 Terminals and PC workstations must not be left unattended when logged onto the 

County Computing Systems and Networks.  Terminals and consoles that are 
hardwired for direct access to hardware or that have control over network or 
computer operating systems or hardware must be physically restricted to authorized 
County personnel.  If terminals or PCs must be left unattended, users either must log 
off or have the operating system screen saver and password feature enabled. 
 

E. 
Encryption must be used for storage or transmission internal over the network or external 
over the Internet for records and files containing data or information that has been declared 
confidential by federal statutes, Nevada Revised Statutes, or commercial requirements and 
standards applicable to the County or is otherwise excluded/exempt from disclosure or 
inspection. To determine the appropriate cryptography and encryptions techniques that 
should be applied to data that is excluded/exempt, a Risk Assessment shall be completed. 
The final decision to encrypt County data or information must be approved in writing by the 
responsible Elected or Appointed Clark County Department Head and be endorsed by the 
Clark County CIO.    

Encryption  

1. All non-console administrative access to County Computing Systems and Networks shall 
be encrypted.  

2. If disk encryption is used for excluded/exempt data or information (rather than file-or 
column-level database encryption), logical access must be managed independently of the 
native operating system access control mechanisms.  Decryption keys must not be tied to 
user accounts.  

 
F. 

Data and information security requirements shall be included early in the information system 
development life cycle (SDLC) for systems that create, collect, process, store, and transmit 
excluded/exempt data to ensure that security is integrated into an operational County 
computing system or network rather than added to a new County computing system or 
network.   For systems that create, collect, process, store, and transmit excluded/exempt 
data:  

Systems Development Life Cycle  

 

1. Separate development, test, and production environments shall be used with separation 
of duties enforced.  

2. All applications shall be developed based on secure coding guidelines, and custom 
applications shall be independently reviewed in order to identify potential coding 
vulnerabilities. 

3. Web applications shall be developed using Open Web Application Security Project 
guidelines and shall be reviewed to identify any coding vulnerabilities including:  
a. Invalidated input;  

b. Broken access control;  

c. Broken authentication and session management;  

d. Cross-site scripting attacks;  
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e. Buffer overflows;  

f. Injection flaws;  

g. Improper error handling;  

h. Insecure storage;  

i. Denial of service; and 

j. Insecure configuration management.  

4. Custom application code must be reviewed for common vulnerabilities.  This can be done 
by an organization that specializes in application security. 

5. An application layer firewall shall be installed in front of web-facing applications. 

6. Exempt or excluded data or information shall not be used in development and test 
environments.  

7. Test data and custom application accounts user names and passwords shall be removed 
before production systems become active or are released for use.  

8. All security patches and system and software configuration changes shall be tested 
before deployment.  

9. All system and software configurations shall be tested before being put into production. 
 

G. 
All County Computing Systems and Networks that create, collect, process, store, or transmit 
excluded/exempt data or information shall be configured and have appropriate security 
hardening techniques applied to comply with federal statutes, Nevada Revised Statutes,  and 
commercial requirements and standards applicable to the County.  

Configuration Management 

1. Initial County Computing Systems and Networks configurations and any changes to 
current computer systems and network configurations must be identified and evaluated to 
determine the impact of the system performance and functionally in applying security 
hardening. 

2. Configuration security assessments using change-auditing monitoring shall be applied to 
ensure compliance with this directive and with federal statutes, Nevada Revised Statutes, 
and commercial requirements and standards applicable to the County.    

3. At a minimum, the following shall be applied:  
a. The purpose of each system shall be documented, along with the minimum 

requirements of the firmware, hardware, and software required for the system.  

b. Only one primary function will be implemented per server and the most current 
version of the firmware and software (to include patches) shall be installed. Note: 
This applies only to systems that create, collect, process, store, and transmit 
excluded/exempt data or information.   

c. All unnecessary and insecure services and protocols (including services and 
protocols not directly needed to perform the devices’ specified function) will be 
disabled.   

d. All unnecessary functionality (e.g., scripts, drivers, features, subsystems, file 
systems, unnecessary web servers) will be removed.  
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e. All default settings and passwords to meet minimum system performance 
requirements will be removed and all unnecessary services (including unnecessary 
functions such as drivers, features, subsystems, file systems, etc.) will be removed or 
disabled.  

f. All vendor defaults (such as guest accounts, default passwords, and standard 
settings like “community strings”) will be removed, and default wireless broadcasts 
from systems and applications will be disabled prior to installing on the County 
Computing Systems and Networks.  

g. Configuration and security change audit logging on systems that create, collect, 
process, store, and transmit excluded/exempt data and anti virus/malware1

h. Security settings to allow the minimum access required will be enabled, and 
privileges will be configured by first denying all access them allowing minimum 
access. 

 software 
will be enabled.   

i. All system configurations will be tested prior to deployment. 

 
H. 

All persons requiring access to County Computing Systems and Networks must comply with 
the Finance, Human Resources, and IT procedures for the issuance of user accounts (User 
IDs) and any subsequent changes or revocation.  All persons who must be granted access to 
data or information that is excluded/exempt from disclosure by federal statutes, Nevada 
Revised Statutes, or commercial requirements and standards applicable to the County are 
subject to a background check conducted by Human Resources.  Any activity that would 
subject excluded/exempt data or information to risk due to an employee's or a 
vendor/contractor's or other third party's behavior could be considered cause to terminate the 
employment or contractual relationship with the County.  

Personnel Security 

1. Access Change/Transfer and Resignation.   
Human Resources is responsible for notifying both the IT Department and RPM's 
Security Office whenever an employee changes or transfers positions at the County.  
Elected and Appointed Clark County Department Heads or their designees (Deputy or 
Assistant Department Head) will determine if access privileges will be continued for the 
notice period, adjusted, or immediately terminated, and notify both the IT Department and 
RPM when to make the appropriate changes.  

2. Voluntary Employment and Contract Termination.   
Human Resources and Finance's Purchasing/Contracts Division and the responsible 
Elected or Appointed Clark County Department Head or designee (Deputy or Assistant 
Department Head) shall notify both IT Department and RPM immediately upon the 
termination of an employee or vendor/contractor or other third party.  

3. Involuntary Access Termination.   
In cases where a user will be involuntarily terminated, all access privileges to the County 
Computing Systems and Networks, and associated facility access shall be terminated 
prior to user notification or immediately thereafter.  

 

                                                 
1 Malware is malicious software, or software designed to infiltrate or damage a computer system without the owner's 
informed consent. The expression is a general term used by computer professionals to mean a variety of forms of 
hostile, intrusive, or annoying software or program code. 
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I. 
At least once annually or after any significant infrastructure or application change, appropriate 
network-layer or application layer penetration tests will be conducted against the County 
Computing Systems and Networks.  The penetration tests will be conducted on the public-
facing County computing systems and network. Internal and external network vulnerability 
scans shall be conducted at least quarterly and after any significant changes in the network.   

Vulnerability Assessment and Testing  

 
At a minimum, the County must engage a qualified data security company (QDSC) to review 
and conduct the penetration testing and quarterly vulnerability assessments against:  Those 
portions of the network that are covered by Payment Card Industry (PCI) Data Security 
Standard (DSS); those portions of the network that are covered by the Health Insurance 
Portability Accountability Act (HIPAA); and the remaining portions where there are other data 
and information elements that are excluded/exempt from public disclosure.  These 
assessments must include evaluating systems security parameters and profiles such as 
access controls, password strength, network privileges, system configuration, vulnerability 
management, security safeguard implementation, startup files, and login violations and 
include using attack methods such as war dialing, wireless testing, scripted and unscripted 
Internet Protocol attacks and social engineering. 
 
The Clark County CIO is responsible for ensuring that all vulnerabilities detected in the 
vulnerability and penetration tests are remediated to levels acceptable to either the HIPAA 
and/or PCI data security standards.  The results of these assessments will be presented to 
the IT Executive Steering Committee to assist in resolving threats and hazards to County 
Computing Systems and Networks.  

 
J. 

In order to reduce the risk and expense of vulnerability exploitation in County Computing 
Systems and Networks through significant software coding issues or related significant 
security flaws, a patch and vulnerability group (PVG) shall be established.  This group shall 
be made up of members of the IT Department’s applications, infrastructure, and network 
teams.  This group shall facilitate the identification and distribution of patches, antivirus 
software, malicious code signatures, and other methods of significant vulnerability 
remediation within the County.  

Vulnerability Management 

1. PVG Responsibilities. 
The responsibilities of the PVG include the following: 
a. Maintain an inventory of County Computing Systems and Networks; 

b. Monitor sources for vulnerability announcements, patch and non-patch remediation, 
antivirus and malicious code signature updates, and other emerging threats that 
correspond to County Computing Systems and Networks;  

c. Prioritize the order in which the County's technical vulnerabilities are remediated;  

d. Create and maintain a database of remediation measures that need to be or have 
been applied; 

e. Conduct testing of patch and non-patch remediation and antivirus and malicious code 
remediation on County Computing Systems and Networks;  

f. Perform the deployment of patches, antivirus and malicious code software, and 
signature updates to County Computing Systems and Networks using County patch 
management tools within 30 days of patch release;  

g. Configure automatic update of applications whenever possible and appropriate;   

h. Verify patch, virus, and malicious code vulnerabilities through internal network and 
host vulnerability scanning; and 
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i. Distribute vulnerability and remediation information to network and system 
administrators to ensure that network and system administrators are trained in how to 
apply vulnerability remediation. 

2. Patches.   
Software and firmware security patches shall be installed and applied on all County 
Computing Systems and Networks.     

3. Antivirus Software.    
The County will deploy anti-virus software on all servers, desktops, and laptop and at the 
Internet email gateway to protect against computer viruses and other malicious code.   All 
anti-virus clients, servers, and gateway products will be kept actively running at all times 
and be capable of generating audit logs.   

4. Scanning.   
All incoming email and attachments received from external networks must be scanned for 
viruses and malicious code as they are received and before they are delivered internally.  
All electronic media from outside the County shall be scanned for viruses and malicious 
code when inserted into a County computing system.  Anti-virus software shall be 
installed on all application and file servers for scanning files in order to limit the spread of 
viruses within the County network and must be updated in a timely manner once the 
antiviral signatures are made available.  

5. Updates.   
All servers will be configured/enabled for automatic updates and periodic scans and to 
automatically receive internally pushed updates. The Internet email gateway shall be 
updated within 2 hours of the receipt of updates.   

6. Malicious Software.  
In order to reduce the likelihood of County Computing Systems and Networks being 
infected with malicious software, the following preventive measures shall be placed into 
effect: 

 
a. The transmission or receipt of certain types of files (e.g., .exe files) via email and the 

blocking of additional file types can be prohibited for certain periods of time in 
response to an impending malicious threat.  

b. The use of unnecessary software, such as user applications that are often used to 
transfer malicious software (e.g., personal external messaging, desktop search 
engines, and peer-to-peer file sharing services), and services that are not needed or 
are duplicates to County-provided service equivalents (e.g., email) is prohibited.  

c. The assignment of administrator-level privileges shall be limited.   

d. The use of unauthorized removable media (e.g., floppy disks, compact disks [CD], 
and Universal Serial Bus [USB] flash drives) on computer systems that are at high 
risk of infection, such as publicly accessible systems, is prohibited.  

e. Security configuration management standards shall be developed for preventative 
software (e.g., antivirus software, malicious code removal utilities, and spyware 
detection) as required for each type of County-owned system (e.g., file server, 
application server, email server, PC workstation, laptops, cellular phones, and 
personal data assistants), as well as the specifications for configuring, using, and 
maintaining the software (e.g., software update frequency, system scan scope and 
frequency). 
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f. Access to other networks outside the County via the Internet or VPNs is only 
permitted through County approved and secured mechanisms. 

7. Active Content and Mobile Code.  
Active Content/Mobile code client technologies shall only be allowed and applied where it 
specifically benefits the quality of services delivered and not simply for show or because 
of availability with a product.  As existing implementations are matured and new products 
are selected and procured, a risk assessment must be conducted to ensure that network 
and desktop mitigation steps are developed to detect, filter, and reject malicious code, if 
necessary. 

 
Internet client web browsers operated by general County users must be configured at a 
minimum to notify or “prompt” the user that an external Java applet, Active X control or 
plug-in script is about to be downloaded.   

 
K. 

County Computing Systems and Networks that create, collect, process, store, and transmit 
data and information on electronic or optical media or produce hard copy paper output 
require that special measures be taken in order to mitigate the risk of unauthorized access or 
disclosure of data and to ensure its integrity.  Data and information contained on electronic or 
optical media processing and storage devices and hard copy paper media shall be controlled, 
disposed of, and destroyed in a manner consistent with the sensitivity of the data or 
information contained on/in the electronic, optical, and printed media.    

Control, Disposal, and Destruction of Electronic, Optical, and Paper Media.   

 
1. All hard copy and electronic media that contains excluded/exempt data and information 

shall be identified or marked as to the type of data that it contains (e.g., Criminal Justice 
Information Systems (CJIS), HIPAA, PCI, etc.), inventoried, and continuously tracked 
until properly disposed of or destroyed.   

2. All excluded/exempt data and information shall be removed from electronic media 
processing and storage devices before interdepartmental transfer of the electronic media 
or before releasing from the County (i.e., exchange with another governmental agency or 
commercial entity, exchange with a vendor while under warranty, or removal from 
service). 

3. Methods for removal of data and information depend on the operability of the device and 
range from overwriting, degaussing, physical destruction, or a combination of overwriting 
or degaussing and physical destruction.  Operable electronic media that will be reused 
shall be electronically overwritten a minimum of 3 times prior to release or disposal.   If 
the operable media is to be removed from service completely, it shall be either 
overwritten or degaussed and then physically destroyed.  If the media is inoperable, has 
reached the end of its useful life, or cannot be properly overwritten, then it shall be 
degaussed and then physically destroyed.  Methods for physical destruction are anything 
that precludes any possible further use.  

4. Electronic devices that hold excluded/exempt data or information in volatile memory shall 
have all County data removed by either the removal of the battery or electricity supporting 
the volatile memory or by such other method recommended by the manufacturer for 
devices where the battery is not removable.  This provision applies to all computer 
equipment that has memory such as personal computers, Personal Digital Assistants 
(PDAs), routers, firewalls, and switches. 

5. All excluded/exempt data and information contained on optical mass storage media 
including compact disks (CD, CD-RW, CD-R, CD-Rom) optical disks (DVD), and 
magneto-optical disks must be physically destroyed by pulverizing, crosscut shredding, or 
incineration. 
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6. All excluded/exempt data and information contained on hard paper copy media and 
flexible magnetic media shall be physically destroyed when no longer needed or when no 
longer required to be retained according to records management regulations and policies.  
Methods for the physical destruction of hard paper copy media or flexible magnetic media 
range are crosscut shredding and incineration.  

 
L. 

Vendors that support IT hardware, software, and other operations for the County must 
comply with all federal and state statutes, commercial requirements and standards applicable 
to the County, and County guidelines, policies, processes, and procedures.  Vendor 
agreements and contracts must: 

Vendor Management 

 
1. Specify the type of data and information that the vendor will have access to; how the data 

and information that the vendor is granted access to must be protected by the vendor; 
and the methods deemed acceptable by the County when data or information is 
transferred, disposed of, or destroyed during the contract period of performance and at 
contract termination.  

2. Provide that each person working for a County vendor with access to County computing 
systems or networks may be subject to a background check conducted by Human 
Resources prior to performing work. 

3. If working on County property, provide that the vendor employee must acquire the 
appropriate County identification badge with magnetic stripe and proximity access card, if 
applicable.  A vendor employee must display the County identification badge at all times 
while on County premises.  Badges and proximity access cards must be returned to the 
County when the vendor employee leaves the contract, at the end of the contract, or at 
the end of each workday.  

4. Provide that all vendor owned IT firmware, hardware, software, and other equipment that 
will be physically or logically connected to the County network must be approved by the 
responsible Elected or Appointed Clark County Department Head or designee (Deputy or 
Assistant Department Head) and the Clark County CIO or Deputy CIO.    

5. Require the operational and security configurations of County Computing Systems and 
Networks, other than equipment, to comply with County security requirements.   

6. Upon termination of the vendor agreement or contract, require the vendor to surrender: 
All County data and information; access to County Computing Systems and Networks; 
and County owned identification badges, access cards, and keys.  

 
M. 

A security-monitoring program for all County Computing Systems and Networks activity shall 
be established in order to comply with federal and state statutes and commercial 
requirements and standards applicable to the County.  At a minimum, computer and network 
security records shall be stored in accordance with the County’s data retention requirements, 
and routine log analysis must be conducted to identify security incidents, policy violations, 
fraudulent activity, and operational problems.  

Security Monitoring.  

 
1.  Network Intrusion and File Integrity Management.   

Network intrusion detection systems, authentication, authorization, and accounting 
systems, file integrity monitoring systems, host-based intrusion detection systems, and/or 
intrusion prevention systems will be used to alert IT Department personnel to suspected 
compromises.  The logs for these systems shall be reviewed on a daily basis.  All 
intrusion detection/prevention systems and file integrity monitoring systems agents and 
software must be kept up-to-date.  
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2. Software.   
File integrity monitoring/change detection software will be deployed to alert the network 
and system administrators to unauthorized modification of critical County Computing 
Systems and Networks.  File integrity monitoring/change audit logs shall be reviewed on 
a daily basis.  Critical file comparisons will be performed at least weekly.  

3. Monitoring and Reporting.   
Exception logs for all County Computing Systems and Networks must be reviewed on a 
regular basis.  Exception reviews will include those County Computing Systems and 
Networks that perform security functions. The following tasks must be implemented: 

a. System Logging.  Logging must be enabled in order to establish a sufficient audit trail 
for all excluded/exempt data and information.  Logging shall be performed at 
application level as well. 

b. Central Event Log Analysis.   

1) Automated audit trails must be implemented to reconstruct the following events 
for all system components: 
• USER ACCESS TO EXCLUDED/EXEMPT DATA;  
• ALL ACTIONS TAKEN BY ANY INDIVIDUAL WITH ROOT OR ADMINISTRATIVE 

PRIVILEGES;  
• ACCESS TO ALL AUDIT TRAILS;  
• INVALID LOGICAL ACCESS ATTEMPTS;  
• USE OF IDENTIFICATION AND AUTHENTICATION MECHANISMS;  
• INITIALIZATION OF THE AUDIT LOGS;  
• THE CREATION AND DELETION OF SYSTEM-LEVEL OBJECTS.  

2) The following information will be logged for the above events:  
• USER IDENTIFICATION;  
• TYPE OF EVENT;  
• DATE AND TIME;  
• SUCCESS OR FAILURE INDICATION;  
• ORIGINATION OF EVENT;  
• IDENTITY OR NAME OF AFFECTED DATA, SYSTEM COMPONENT, OR RESOURCE.  

3) Event logging will be consolidated to monitor and analyze compliance to County 
policies. 

4) Automated Alert notification will be enabled to accelerate response to failures 
and policy violations. 

5) Logs and audit trails must be retained for at least one year with a minimum of 3 
months online availability.  

c. Log-in Monitoring.  County Computing Systems and Networks logs will be monitored 
for exception anomalies.   Systems shall be deployed to:  Log user access to network 
components, critical systems, and systems that create, collect, process, store, and 
transmit excluded/exempt data and information; to record and report any failed login 
attempts; and provide immediate notifications for response to potential network and 
critical applications breaches of security.  The following attempted access activities 
shall be monitored and recorded: Logons and logoffs; failed logon attempts; failed file 
access attempts; and all privileged user actions.  Weekly exception reports must be 
generated.  
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d. Audit Trail Security.  Audit trails will be secured so they cannot be altered in any way.  
The County will:  

1) Limit viewing of audit trails to those with a job-related need;  

2) Protect audit trail files from unauthorized modifications; 

3) Promptly back-up audit trail files to a centralized log server or media that is 
difficult to alter;  

4) Copy logs for wireless networks onto a log server on the internal LAN; and 

5) Use file integrity monitoring/change detection software on logs to ensure that 
existing log data cannot be changed without generating alerts (although new data 
being added must not cause an alert).  

 
e. Network and Server Capacity, Performance, and Fault Monitoring.  The County will 

deploy network and server capacity, performance, and fault monitoring to aid in the 
management and recovery of County Computing Systems and Networks as well as 
conduct forensic investigations in the event problems or complaints are investigated. 

N. 
 

Security Incident Response.  

An IT security incident response capability shall be developed to:  Detect incidents; minimize 
the loss and destruction of data and information that is created, collected, processed, stored, 
and transmitted over County Computing Systems and Networks; and mitigate computer 
system and network weaknesses and restore County Computing Systems and Networks.  
Elected and Appointed Clark County Department Heads and the Clark County CIO shall work 
together to  organize, maintain, modify, and evolve a computer security incident response 
capability by:  Developing policies and procedures; structuring an incident response team and 
personnel allocation; determining how to handle incidents from initial preparation to post 
incident review; and determining how to handle specific types of incidents independently of 
particular hardware platforms, operations systems, protocols, or applications.    

1. The security incident response capability shall be tested annually.  

2. Specific personnel shall be designated to be available to respond to file integrity, 
intrusion, and malicious code alerts and incidents.  

3. The security incident response team shall receive appropriate initial and recurring training 
in order to be able to respond appropriately.  

 
O. 

To mitigate the ranges of vulnerabilities to County Computing Systems and Networks and 
ensure their availability, continuity of operations and disaster recovery processes and 
procedures shall be developed for all County Computing Systems and Networks.  This 
includes developing a contingency planning policy statement, conducting business impact 
analyses, identifying preventative controls, developing and maintaining recovery strategies, 
developing and maintaining contingency plans, testing the plan, conducting training and 
exercises, and maintaining the plan.   

Business Continuity and Disaster Recovery.  

 
P.    

1. Internet 

Network and Communications Services.  

Internet facing applications and associated applications and database servers may be 
used for serving public information to the widest distribution possible.  All information 
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posted on the Internet must be properly coordinated and approved prior to posting.  
Information that is generated or maintained by the County and subject to, or considered 
confidential, by federal or state statutes or commercial requirements and standards 
applicable to the County will not be loaded or served on any Internet server, unless 
approved by the County Manager or the responsible Elected or Appointed Clark County 
Department Head and the Clark County CIO, and appropriate Internet security measures 
are enabled and functional.  All Internet information servers serving public information are 
required to display the following banner and distribution statement: 

 
BANNER: “Approved for Public Release”  
DISTRIBUTION STATEMENT: “Distribution is unlimited”   

2. Extranet.   
Extranet facing applications and associated applications and database servers may be 
used to serve County sponsored information services to designated and approved trusted 
external users.  Data and information served through the Extranet shall be configured to 
specific Intranet or Extranet servers.  Excluded/exempt data and information that will 
traverse the Extranet shall be encrypted and/or have two-factor authentication applied.  
All Extranet information servers are required to display an appropriately defined 
“BANNER” and distribution statement as defined through the responsible Elected or 
Appointed Clark County Department Head and the Clark County CIO.    

3. Network Segmentation and Firewalls.  
Network perimeter controls or firewalls shall be deployed to regulate traffic moving 
between the County Intranet, Extranets, any unsecured wireless networks, and the 
Internet.   Internal firewalls must be deployed to further segment systems with 
excluded/exempt data or information as necessary to comply with any relevant external 
regulations or requirements.  All Internet facing applications shall be deployed in a 
Firewall Demilitarized Zone (DMZ) architecture where the County’s Intranet will be 
separated from any Extranets, the Internet, and any wireless networks through the use of 
firewalls and associated rules.   

 
a. Firewall Deployment.  A firewall must be installed at each Internet boundary, Extranet 

boundary and unsecured wireless connection. All inbound and outbound Internet 
services must be processed by the firewall. The firewall must deny any inbound and 
outbound traffic not specifically allowed and must restrict unsolicited inbound Internet 
traffic to IP addresses within the DMZ.  No direct routes from the Internet to the 
County Intranet are permitted.  The firewall must be configured to use network 
address translation to mask internal addresses and configured so that internal 
addresses cannot pass from the Internet into the DMZ. Firewalls must restrict 
connections between publicly accessible servers and any system component storing 
excluded/exempt data, including any connections from wireless networks.  

b. Firewall Deployment for systems containing excluded/exempt or information. All 
servers creating, collecting, processing, storing, or transmitting excluded/exempt data 
or information must be segmented away from both non-confidential servers and any 
other network segments (including wireless, dialup, VPN, etc.) by the use of firewalls 
(hereafter referred to as a high-security zone firewall).  All connections to the County 
Intranet where excluded/exempt data is approved to traverse Extranets, the Internet, 
or any wireless networks must be encrypted.  Databases with sensitive data or 
information will be placed in an internal network zone segregated from the DMZ.  The 
high-security zone firewall must deny any inbound and outbound traffic not 
specifically allowed.   

c. Network Intrusion Detection.  Intrusion detection systems (IDS) must be deployed as 
appropriate to monitor all traffic to/from any external network (e.g., Extranet).   
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d. Application Layer Firewalls.   Any Internet facing system containing excluded/exempt 
data or information must have all inbound and outbound Internet traffic inspected by 
an application firewall.   Other Internet facing systems may also be protected by an 
application firewall as feasible or appropriate.  

e. Documentation, Approvals and Reviews.  All Internet protocols and services passing 
through both the firewall and the DMZ, and between the Internet, Extranets, and any 
unsecured wireless networks, must be logically and physically diagrammed/ 
documented.   All network traffic passing through a high-security zone firewall, or 
relevant to a system containing excluded/exempt data or information, must be 
logically and physically diagramed/documented.  In addition, a documented business 
justification for all protocols that have been approved by both the requesting Elected 
or Appointed Clark County Department Head and the Clark County CIO must be 
maintained.  Internet and high-security zone firewall rule sets shall be reviewed every 
6 months.  Any changes to the firewall rule sets affecting systems containing 
excluded/exempt data or information must be tested before implementation and may 
not be implemented until written approval is obtained from the affected Elected or 
Appointed Clark County Department Heads and the Clark County CIO.  

4. Virtual Private Networks.   
All users who directly access the County Intranet via the Internet must do so through 
either a lan-to-lan virtual private network (VPN) or client based VPN sessions combined 
with the use of two factor/strong authentication tools or managed PKI services. A review 
of the administrative, logical, and physical security controls in use on each client system 
or server at each site to be connected to the county Intranet via a VPN may be required 
before approval.  

5. Remote Network Access.   
County-owned, employee-owned, and third party vendor desktop and laptop computers 
can be used to remotely access County Computing Systems and Networks as follows: 

 
a. Access.  Access to County Computing Systems and Networks via the Internet or 

unsecured wireless networks requires the use of VPN – LAN-to-LAN and client-
based VPN with Managed PKI Services.    

b. Approval.  Approval to remotely access County Computing Systems and Networks 
requires the approval of the responsible Elected or Appointed Clark County 
Department Head and the Clark County CIO. 

c. Configurations.  Personal computers that are used for remote access to County 
Computing Systems and Networks shall be configured as follows: 

1) Remote PC user sessions must authenticate with strong authentication (one time 
passwords or digital certificates). 

2) Remote PCs must have installed and be operationally configured with antivirus, 
anti-mal ware, and personal firewalls.  

3) Patches for the operating systems and applications and updates for Web 
Browsers, email clients, instant messaging clients, antivirus software, anti-
malware, and personal firewalls shall be current.   

4) Email clients must be configured to favor security over functionality.  Email clients 
should be configured to: Prevent automatic loading or remote email images; limit 
mobile code execution; have the default message reading and sending format 
set to plain text; disable automatic previewing and opening of email messages; 
and enable spam filtering. 
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5) Web browsers must be configured to favor security over functionality.   Web 
browsers should be configured to restrict web browser cookies, block pop up 
windows, enable phishing filters, and run with the least privileges as possible.  In 
addition, unneeded browser plug-ins should be removed and website passwords 
should not allow passwords to be recalled automatically.   

6) Remote PC user sessions to County Computing Systems and Networks must be 
protected from unauthorized physical access during the period of connection 
through the use of the client operating systems screen saver utility with a low 
wait set and on resume password enabled.  

6. Consumer Devices.   
Consumer devices which connect to County email systems, such cell phones, personal 
data assistants (PDAs), and smart phones (i.e., hybrid cell phone/PDA devices such as 
the Blackberry, Treo, etc.) shall implement the following:  

 
a. Access to the device shall be limited to the user/owner by setting a PIN or Password. 

Pin numbers must be at a minimum of six characters in length. 

b. The device shall: be configured to the idle/lock/unlock capability; be disabled of 
unnecessary “cellular or wireless services”, Bluetooth, or infrared capabilities; use up-
to-date, anti-virus or personal firewall devices if available; be kept up-to-date with the 
latest software and security patches; and be configured to support security 
functionality.  

c. Use a minimum of 128-bit AES encryption for transmission.    

7. Modems.   
All users who require dial-in and/or dial-out to and from County Computing Systems and 
Networks must connect through the County’s Modem Pool to authenticate before any 
internal or external connections can be made.  Two-factor/strong authentication tools are 
required for all dial-in access, and automatic session disconnect features, where feasible, 
shall be implemented after a 15 minute period of inactivity. The installation and 
configuration of modems connected to the County Computing Systems and Networks 
that tend to circumvent the security provided by the County furnished Internet gateway 
and modem pool is strictly prohibited.  Departments may install direct modems and 
communications software on County Computing Systems and Networks provided the 
following conditions are met:  

 
a. The installation of a direct dial modem is justified because of a bona fide business 

reason, and such justification is documented in writing by the responsible Elected or 
Appointed Clark County Department Head and approved by the Clark County CIO.   

b. The modem and software are installed and configured by an authorized County 
network or system administrator or technician.  

c. The Direct Dial Modems shall be set to provide dial out services only and will not be 
set to answer incoming calls.   

d. If the connection is used on a contingency basis for maintenance or trouble shooting 
network or system problems, the computer must be immediately deactivated and or 
physically disconnected after use. 

8. Wireless.  
The deployment and integration of wireless technologies to the County network is 
prohibited, unless specifically approved by the responsible Elected or Appointed Clark 
County Department Head and the Clark County CIO.  Wireless technologies shall not be 
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used for creating, collecting, storing, processing, or transmitting excluded/exempt data or 
information without the explicit written approval of the responsible Elected or Appointed 
Clark County Department Head and the Clark County CIO.  If approved, encryption using 
a minimum of a 128-bit AES algorithm and two factor/strong authentication tools shall be 
used. 

 
a. Wireless Equipment.  Any device or equipment subject to the Federal 

Communications Commission Part 15 rule that is capable of transmitting and 
receiving data and is attached to the Clark County network is considered to be a 
Wireless device under this directive. 

b. Network Segmentation and Configuration.  All wireless networks shall be segmented 
from systems with a firewall as appropriate to satisfy excluded/exempt data security 
requirements.   Wireless networks that employ Wi-Fi Protected Access (WPA) with 
802.1x authentication and 802.11i/WPA2 with 802.1x authentication and are 
implemented based on current wireless industry security guidelines are considered 
secure wireless networks.   Any unsecured wireless network shall be segmented 
appropriately. Default settings, keys, service set identifier (SSIDs), passwords, 
Simple Network Management Protocol (SNMP) community strings, and default SSID 
broadcasts shall be changed/disabled, as appropriate.  

c.  Wireless Authentication and Encryption.   Except in the case of infrastructure 
access, user access to the County’s secure wireless network shall be controlled and 
interfaced with current and compatible wireless security mechanisms.  These 
mechanisms shall uniquely identify and authenticate each user and/or device 
individually. Transmissions shall be encrypted using at least a 128-bit encryption 
algorithm with a per-user rotating key system with integrity checking such as 
802.11i/WPA2 and two factor/strong authentication tools.  Wired Equivalent Privacy 
(WEP) shall not be used.  Remote access for network and system administrators 
requires that SNMPv3 encrypted sessions with strong/dual two factor/strong 
authentication tools authentication be used. 

d. Infrastructure Wireless Access.   Where wireless devices are used in the County’s 
network to provide connectivity to a building or a group of users, the wireless devices 
shall authenticate to the network.   If excluded/exempt data or information is 
transmitted over this type of connection, it must be encrypted.  

e. Physical Access.  Physical access to the County’s wireless network shall be 
restricted and controlled in accordance with the physical security requirements of this 
directive.  Wireless access points shall be placed in a physically secure location or 
employ a locking mechanism that can reasonably prevent the removal/theft of the 
device or access to the network port. 

f. Configuration and Testing.  Wireless infrastructure devices shall be configured and 
tested in an isolated environment prior to deployment. If wireless access is deployed, 
a wireless analyzer and other wireless security assessment and penetration testing 
tools will be used to identify all wireless devices and determine if there are any 
security configuration liabilities.  

V. 
It is the County's intent that all data owners and custodians of information technology resources 
comply with this directive.  However, there will be situations where the strict application of the 
directive could significantly impair the functionality of a service, and the directive must be modified to 
accommodate specific requirements.  Therefore, a process has been established to allow exceptions 
to the provisions of this directive.  Any exception must be approved by the responsible Elected or 
Appointed Clark County Department Head and the Clark County CIO.  The exception process is 
found in Attachment A to this directive. 

EXCEPTIONS TO DIRECTIVE 



  

 23 

 

VI. 
Failure to comply with any provision of this directive may result in disciplinary action depending on the 
type and severity of the violation, depending on whether it causes any liability or loss to the County, 
and depending on whether the violation is a repeat violation.  Each situation involving a violation of 
this directive will be adjudicated on a case-by-case basis.  Sanctions may result in administrative or 
legal action including termination of employment and/or referral for criminal or civil prosecution. 

SANCTIONS FOR VIOLATIONS OF DIRECTIVE 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
_____________________________      
VIRGINIA VALENTINE        
County Manager 
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Objective.  This reporting process serves as a supplement to Clark County Information 
Technology Directive 1 (IT Directive 1).  Adherence to this process will increase the 
security of systems and help safeguard Clark County (County) information technology 
resources.  It is the County's intent that all data owners and custodians of information 
technology resources comply with IT Directive 1.  However, there will be situations 
where the strict application of IT Directive 1 could significantly impair the functionality of 
a service, and the Directive must be modified to accommodate specific requirements. 
This process provides a method for documenting an exception to compliance with IT 
Directive 1. 
 
Scope.  This process applies to all employees, departments, divisions, and workgroups 
of Clark County.  
 
Definitions. 
 

  
HIPAA Data/information  Names, Social Security Numbers, birth date, date of death.  Street 

address, city, county, precinct, zip code.  Medical record numbers 
admission date, discharge date. Health plan beneficiary numbers, 
account numbers. Certificate/license numbers, vehicle identifiers and 
serial numbers, including license plate numbers. Medical Device 
identifiers and serial numbers, biometric identifiers, including finger and 
voiceprints. Full face photographic images and any comparable images;  
Any other unique identifying number, characteristic, or code. Web 
Universal Resource Locators (URLs). Internet Protocol (IP) address 
numbers.  
 

NRS 603A Data/information Nevada Revised Statutes Chapter 603A, “Security of Personal 
Information.”  Includes: Social security number; Driver’s license number 
or identification card number; Account numbers, credit card number, or 
debit card number in combination with any required security code, 
access code or password that would permit access to the person’s 
financial account. 
 

PCI Data/information Credit Card Primary Account Number (PAN); Debit Card Numbers; 
Credit Validation Codes (CVC); Pin Verification Value (PVV) 
 

OCTAVE ® Structured Risk 
Assessment 

Clark County’s risk-based assessment and planning tool for security.  It 
is an eight step process that focuses on organization risk and balanced 
operational risks, security practices, and technology 

  
 
Guiding Policies.  IT Directive 1 
 
Roles and Responsibilities.  Roles and responsibilities are as defined in the following 
Responsibilities Matrix Table. 
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A =Accountable, R = Responsible, C = Consulted, I = Informed 
 
The IT Security Administrator (ITSA) is available for assistance at all stages of this 
process. 
 
Procedure.  An exception to IT Directive 1 may be granted in as follows:   
 

1) Temporary exception, where immediate compliance would disrupt critical 
operations; or 

 
2) Permanent exception, where there is/are acceptable alternate solution(s) with 

equivalent levels of protection.  
 
If there is a compliance issue, a system or network constraint, or a resource constraint, 
a risk assessment must be completed, and compensatory controls must be developed 
and implemented. 
 
The affected Elected or Appointed Clark County Department Head and the Chief 
Information Officer must both concur with the requested exception before the exception 
shall be granted.   
 
Requests for exceptions shall not be open-ended.  A future review date for the 
exception based on risk and progress toward compliance must be determined and 
included if the request is approved.  
 

 
Completion of the Request for Exception Form (see Attachment A –1): 

1) Name of the requesting County department; 
2) Anticipated duration of the exception; 
3) Description of the request and detailed reason for the exception; 

Scope 
Department 

Heads/Elected 
Officials 

Chief 
Information 

Officer 
(CIO) 

IT 
Support 

Desk 

IT Security 
Administrator 

(ITSA) 

IT 
Applications
/Solutions 

Teams 

IT 
Infrastructure 

Team 

IT 
Network 
Team 

IT 
Service 
Support 
Team 

Develop Business Case 
for the Request for 
Exception 

R   C 
 

   

Complete Risk 
Assessment of the 
Request for Exception 

R   C 
 

C C C C 

Submit Request for 
Exception and Risk 
Assessment to IT Service 
Desk 

R I A I,R 

 

   

Review Business Case 
and Risk Assessment    R  

R,C R,C R,C R,C 

Request for Exception – 
requires more 
investigation 

I I I R 
 

R,C R,C R,C R,C 

Request for Exception – 
recommended for 
approval/approved 

A A I C 
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4) Application(s), System(s) or Network(s) involved; 
5) Sensitivity of the data/information that is created, collected, processed, stored, or 

transmitted by the application(s), system(s) or networks(s);  
 

6) How the request for exception affects the data/information involved; 
 
7) & 7a) Assessment of risk associated with the requested exception:   

 
o If either HIPAA or PCI data is involved a risk assessment regarding the 

specific exception must either be initiated, in progress, or completed using 
the OCTAVE Structure Risk Assessment Methodology. (See your form) 

 
8) & 8a)The effects the request for exception will have on any of the County’s 

Domains,  Network Components,  Hardware, Firmware, and Software  (operating 
systems, applications and databases). 

 
9) A risk mitigation approach must be developed, and compensatory administrative, 

physical, or technical controls applied in lieu of the controls required by IT 
Directive 1. 

 
10) Signature of the requesting Elected or Appointed Clark County Department 

Head requesting the exception and 10a) Date requested. 
 
Steps for Processing the Request for Exception
 

:  

• A request for exception is submitted to the ITSA, through the IT Support Desk, as an 
Incident (See IT Directive 1, Attachment A –1, Request for Exception Form).   

 
• Upon receipt of the request for exception, the ITSA will work with the requesting 

department and the affected IT team to determine if there is a cost-effective solution 
to the problem so an exception will not be required. 

 
• If the risk is minimal and there is an alternate cost-effective solution, it must be 

included in the risk mitigation approach and agreed to prior to the ITSA 
recommending that the CIO approve the exception. 

 
• If the risk is minimal and there is no alternate cost-effective solution, a risk 

mitigation approach must be developed and agreed to prior to the ITSA 
recommending that the CIO approve the exception.   

 
• If the risk is significant and there is an alternate cost-effective solution, it must be 

included in the risk mitigation approach and agreed to prior to the ITSA 
recommending that the CIO approve the exception. 



 TECHNOLOGY DIRECTIVE 1 
 ATTACHMENT A 
 EXCEPTION PROCESS 
  

 1-A4 

 
• If the risk is significant and there is no alternate cost-effective solution, a risk 

assessment must be conducted, and a risk mitigation approach must be 
developed prior to the ITSA recommending that the CIO approve the exception.   
If there is no alternate cost-effective solution available, the ITSA may recommend 
that the CIO deny the exception.  
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	PURPOSE
	II. ORGANIZATIONS AFFECTED
	III. RESPONSIBILITIES
	A. County Manager, Clark County
	B. Clark County Chief Information Officer (CIO)
	C. Elected and Appointed Clark County Department Heads
	D. The Information Technology Department (IT Department) 
	E. All County Network and System Administrators
	F. All Authorized Users
	G. Vendors and other Third Parties 
	H. Clark County Information Technology Security Administrator (ITSA) 

	IV. PROCEDURE
	A. Security Management
	B. Access  
	a. Logical Access Restrictions.  An infrastructure shall be architected and implemented to validate unique user identification. User logon monitoring shall be enabled to verify that only users with authorized access to data are granted access.
	b. Separation and Rotation of Duties.  Roles and responsibilities shall be clearly established in order to ensure that no one person is permitted to solely perform critical functions without an independent review.
	c. Physical Access.  Access to physical locations where excluded/exempt data is created, collected, processed, stored, and transmitted shall be limited to authorized personnel as defined in this directive. 
	d. Network Segmentation.  Based on data and information risk assessments, excluded/exempt data and information shall be segmented to ensure secure creation, collection, processing, storage, and transmission. 
	a. Access Change/Transfer.  All changes to user accounts due to personnel changes, position transfers, or contractual requirements must be approved by the responsible Elected or Appointed Clark County Department Head or designee (Deputy or Assistant Department Head) upon notification by the County Department of Human Resources (Human Resources) or the County Department of Finance (Finance).      
	b. Voluntary/Involuntary Access Termination.  All access privileges to the County Computing Systems and Networks must be immediately terminated under the following circumstances:  When Human Resources provides notification that a user will be terminated from employment, whether voluntarily or involuntarily; and when Finance provides notification that a vendor/contractor's or other third party's contractual relationship with the County will be terminated, whether voluntarily or involuntarily.  However, if the access of a user, vendor/contractor, or third party is being involuntarily terminated, the access shall be terminated prior to the user or third party being notified of termination. 
	a. The following warning and disclaimer banners will be displayed during the login process. 
	“DISCLAIMER OF LIABILITY: For information available from this computer system, Clark County does not warrant or assume any legal liability or responsibility for the accuracy, completeness, or usefulness of any information, apparatus, product, or process disclosed.” 
	b. To address confidentiality in email, email disclaimers that address the appropriate confidentiality requirements must be developed and implemented by each County Department to appropriately reflect the Department's business model and be set to either be pre-pended or appended to each email that is sent external to the Department and County.  

	C. System Access Control
	a. User IDs Management.  The County will maintain a User ID registry.  User IDs for all County individuals will be assigned through interaction between Elected and Appointed Clark County Department Heads and the IT Service Desk.  Each User ID is the responsibility of the individual to whom it is assigned.  User IDs or account credentials must not be shared including network and computer system administrator IDs.  Any exception to this restriction requires approval of the responsible Elected or Appointed Clark County Department Head and the Clark County CIO.
	b. Disabling User IDs.  User IDs must be disabled immediately for any individual who is no longer affiliated with the County or for any individual who has otherwise lost authorization for access to County Computing Systems and Networks.  User IDs for employees of the County on a leave of absence for prolonged personal or health reasons must be disabled on the first day of leave. The User ID will be reinstated upon official notification that the employee has returned from leave.  User IDs that remain inactive for a period of time exceeding 60 days must be disabled. User IDs that remain inactive for a period of time exceeding 90 days must be deleted.
	c. User ID Naming Convention.  User ID naming conventions for vendors/contractors and other third parties must be readily distinguishable from the naming conventions used for County employee User IDs and have an expiration date. The County Department sponsoring the vendor/contractor or other third party will provide the expiration date, and the account must expire on that date. 
	a. Passwords.  All User ID accounts must have an associated password.   Passwords for User ID accounts may not be written down and may not be shared with anyone.  If for some reason a written list of passwords must be maintained, it must be stored in a secured location accessible to only the authorized user.  
	b. User Accounts.  Authorized user access to County Computing Systems and Networks must be controlled on the basis of rights and permissions that are assigned to each user or group.  Each authorized user or group shall be granted the minimum set of rights and permissions necessary to accomplish their assigned departmental tasks.  Users who are granted access to excluded/exempt data or information are subject to a background check conducted by Human Resources. 
	c. Network and System Administrator Accounts.  Network and system administrator privileges must be limited to the minimum number of IT staff required to perform their duties.  Documented justification must be created and maintained for each person who possesses administrator rights to any County computing system or network.   Users who are granted network and system administrator privileges are subject to a background check conducted by Human Resources. 
	d. Vendor/Contractor and Other Third Party Accounts.  Accounts set up for use by vendors/contractors and other third parties for remote access, development, or maintenance must be restricted to the specific County computing system(s) and network segment that they have been approved to access.  Accounts will be enabled for the periods of time that work is being performed and be disabled during those periods of time the account is not required for use. 
	e. Generic and Guest Accounts.  The use of generic and guest accounts is not permitted.  Individuals who require access to County Computing Systems and Networks must be assigned and must use a unique User ID with limited permissions.  All default guest accounts must be deleted.  The use of a generic email account is permitted when the account is assigned to a specific County employee(s). 
	f. Volumes, Directories, and Files.  Rights and permissions for access to volumes, directories, and files must be granted solely on the basis of need and authorized in writing by the responsible Elected or Appointed Clark County Department Head.  Unless otherwise prohibited by federal or state statutes, ordinances, or case law, Internal Audit may have “read” access to data and applications without prior approval.  Shared access permissions to volumes, directories, and files must be applied with care and removed when no longer required.  User and Administrator permissions, which allow access to volumes, directories, and certain files, must be reviewed and updated at least annually by the responsible Elected or Appointed Clark County Department Head. In instances where authorized users (User IDs) no longer require certain accesses, rights, and permissions, the user, the user's immediate supervisor, or the network or system administrator will, with the responsible Elected or Appointed Clark County Department Head's approval, immediately revoke the volume, directory, and file access rights and permissions, unless otherwise prohibited by federal or state statutes, ordinances, or case law.  
	g. Account Lockout.  User Accounts will be disabled after 3 failed logon attempts.  After lockout, the account may be automatically reactivated after a minimum of 30 minutes or after an authorized IT administrator manually resets the account. 
	h. Session Expiration, Terminal Time-outs, and PC Client Screen Savers.  All County Computing Systems will be set to ensure that either terminal time-out or PC client screen savers are set to activate after 15 minutes of inactivity.  If a session has expired, the user will be required to re-enter their password to access the system.  

	D. Physical Security 
	a. Entrances/exits to buildings must be monitored by closed circuit television, and access must be controlled through magnetic stripe badge and/or proximity card access systems, as appropriate.  Where appropriate, intrusion alarm systems must also be installed.
	b. Physical access by authorized employees shall be controlled through the use of the County’s magnetic stripe badge and/or proximity card key access system that records the identify of the person associated with the badge or card, access dates, time, and location. 
	c. Physical access by visitors requires that the person provide specific information on a visitor log (their name, date, purpose of visit, and signature) sign-in into the area, and be appropriately badged. 
	1) If the visitor is to have unescorted access, the visitor must have undergone a local criminal history/credit check and must be issued a County magnetic stripe badge that identifies the entity that the person represents. 
	2) If the visitor does not have unescorted access, an “escort required badge” must be issued to the visitor, and an authorized employee must continuously escort and supervise the activities of the visitor while they are present in the area. 


	E. Encryption 
	1. All non-console administrative access to County Computing Systems and Networks shall be encrypted. 
	2. If disk encryption is used for excluded/exempt data or information (rather than file-or column-level database encryption), logical access must be managed independently of the native operating system access control mechanisms.  Decryption keys must not be tied to user accounts. 

	F. Systems Development Life Cycle 
	1. Separate development, test, and production environments shall be used with separation of duties enforced. 
	2. All applications shall be developed based on secure coding guidelines, and custom applications shall be independently reviewed in order to identify potential coding vulnerabilities.
	3. Web applications shall be developed using Open Web Application Security Project guidelines and shall be reviewed to identify any coding vulnerabilities including: 
	a. Invalidated input; 
	b. Broken access control; 
	c. Broken authentication and session management; 
	d. Cross-site scripting attacks; 
	e. Buffer overflows; 
	f. Injection flaws; 
	g. Improper error handling; 
	h. Insecure storage; 
	i. Denial of service; and
	j. Insecure configuration management. 

	4. Custom application code must be reviewed for common vulnerabilities.  This can be done by an organization that specializes in application security.
	5. An application layer firewall shall be installed in front of web-facing applications.
	6. Exempt or excluded data or information shall not be used in development and test environments. 
	7. Test data and custom application accounts user names and passwords shall be removed before production systems become active or are released for use. 
	8. All security patches and system and software configuration changes shall be tested before deployment. 
	9. All system and software configurations shall be tested before being put into production.

	G. Configuration Management
	1. Initial County Computing Systems and Networks configurations and any changes to current computer systems and network configurations must be identified and evaluated to determine the impact of the system performance and functionally in applying security hardening.
	2. Configuration security assessments using change-auditing monitoring shall be applied to ensure compliance with this directive and with federal statutes, Nevada Revised Statutes, and commercial requirements and standards applicable to the County.   
	3. At a minimum, the following shall be applied: 
	a. The purpose of each system shall be documented, along with the minimum requirements of the firmware, hardware, and software required for the system. 
	b. Only one primary function will be implemented per server and the most current version of the firmware and software (to include patches) shall be installed. Note: This applies only to systems that create, collect, process, store, and transmit excluded/exempt data or information.  
	c. All unnecessary and insecure services and protocols (including services and protocols not directly needed to perform the devices’ specified function) will be disabled.  
	d. All unnecessary functionality (e.g., scripts, drivers, features, subsystems, file systems, unnecessary web servers) will be removed. 
	e. All default settings and passwords to meet minimum system performance requirements will be removed and all unnecessary services (including unnecessary functions such as drivers, features, subsystems, file systems, etc.) will be removed or disabled. 
	f. All vendor defaults (such as guest accounts, default passwords, and standard settings like “community strings”) will be removed, and default wireless broadcasts from systems and applications will be disabled prior to installing on the County Computing Systems and Networks. 
	g. Configuration and security change audit logging on systems that create, collect, process, store, and transmit excluded/exempt data and anti virus/malware software will be enabled.  
	h. Security settings to allow the minimum access required will be enabled, and privileges will be configured by first denying all access them allowing minimum access.
	i. All system configurations will be tested prior to deployment.


	H. Personnel Security
	1. Access Change/Transfer and Resignation.  
	Human Resources is responsible for notifying both the IT Department and RPM's Security Office whenever an employee changes or transfers positions at the County.  Elected and Appointed Clark County Department Heads or their designees (Deputy or Assistant Department Head) will determine if access privileges will be continued for the notice period, adjusted, or immediately terminated, and notify both the IT Department and RPM when to make the appropriate changes. 
	2. Voluntary Employment and Contract Termination.  
	Human Resources and Finance's Purchasing/Contracts Division and the responsible Elected or Appointed Clark County Department Head or designee (Deputy or Assistant Department Head) shall notify both IT Department and RPM immediately upon the termination of an employee or vendor/contractor or other third party. 
	3. Involuntary Access Termination.  
	In cases where a user will be involuntarily terminated, all access privileges to the County Computing Systems and Networks, and associated facility access shall be terminated prior to user notification or immediately thereafter. 

	I. Vulnerability Assessment and Testing 
	J. Vulnerability Management
	a. Maintain an inventory of County Computing Systems and Networks;
	b. Monitor sources for vulnerability announcements, patch and non-patch remediation, antivirus and malicious code signature updates, and other emerging threats that correspond to County Computing Systems and Networks; 
	c. Prioritize the order in which the County's technical vulnerabilities are remediated; 
	d. Create and maintain a database of remediation measures that need to be or have been applied;
	e. Conduct testing of patch and non-patch remediation and antivirus and malicious code remediation on County Computing Systems and Networks; 
	f. Perform the deployment of patches, antivirus and malicious code software, and signature updates to County Computing Systems and Networks using County patch management tools within 30 days of patch release; 
	g. Configure automatic update of applications whenever possible and appropriate;  
	h. Verify patch, virus, and malicious code vulnerabilities through internal network and host vulnerability scanning; and
	i. Distribute vulnerability and remediation information to network and system administrators to ensure that network and system administrators are trained in how to apply vulnerability remediation.
	a. The transmission or receipt of certain types of files (e.g., .exe files) via email and the blocking of additional file types can be prohibited for certain periods of time in response to an impending malicious threat. 
	b. The use of unnecessary software, such as user applications that are often used to transfer malicious software (e.g., personal external messaging, desktop search engines, and peer-to-peer file sharing services), and services that are not needed or are duplicates to County-provided service equivalents (e.g., email) is prohibited. 
	c. The assignment of administrator-level privileges shall be limited.  
	d. The use of unauthorized removable media (e.g., floppy disks, compact disks [CD], and Universal Serial Bus [USB] flash drives) on computer systems that are at high risk of infection, such as publicly accessible systems, is prohibited. 
	e. Security configuration management standards shall be developed for preventative software (e.g., antivirus software, malicious code removal utilities, and spyware detection) as required for each type of County-owned system (e.g., file server, application server, email server, PC workstation, laptops, cellular phones, and personal data assistants), as well as the specifications for configuring, using, and maintaining the software (e.g., software update frequency, system scan scope and frequency).
	f. Access to other networks outside the County via the Internet or VPNs is only permitted through County approved and secured mechanisms.
	Internet client web browsers operated by general County users must be configured at a minimum to notify or “prompt” the user that an external Java applet, Active X control or plug-in script is about to be downloaded.  

	K. Control, Disposal, and Destruction of Electronic, Optical, and Paper Media.  
	L. Vendor Management
	M. Security Monitoring. 
	a. System Logging.  Logging must be enabled in order to establish a sufficient audit trail for all excluded/exempt data and information.  Logging shall be performed at application level as well.
	b. Central Event Log Analysis.  
	1) Automated audit trails must be implemented to reconstruct the following events for all system components:
	2) The following information will be logged for the above events: 
	3) Event logging will be consolidated to monitor and analyze compliance to County policies.
	4) Automated Alert notification will be enabled to accelerate response to failures and policy violations.
	5) Logs and audit trails must be retained for at least one year with a minimum of 3 months online availability. 
	c. Log-in Monitoring.  County Computing Systems and Networks logs will be monitored for exception anomalies.   Systems shall be deployed to:  Log user access to network components, critical systems, and systems that create, collect, process, store, and transmit excluded/exempt data and information; to record and report any failed login attempts; and provide immediate notifications for response to potential network and critical applications breaches of security.  The following attempted access activities shall be monitored and recorded: Logons and logoffs; failed logon attempts; failed file access attempts; and all privileged user actions.  Weekly exception reports must be generated. 
	d. Audit Trail Security.  Audit trails will be secured so they cannot be altered in any way.  The County will: 
	1) Limit viewing of audit trails to those with a job-related need; 
	2) Protect audit trail files from unauthorized modifications;
	3) Promptly back-up audit trail files to a centralized log server or media that is difficult to alter; 
	4) Copy logs for wireless networks onto a log server on the internal LAN; and
	5) Use file integrity monitoring/change detection software on logs to ensure that existing log data cannot be changed without generating alerts (although new data being added must not cause an alert). 

	e. Network and Server Capacity, Performance, and Fault Monitoring.  The County will deploy network and server capacity, performance, and fault monitoring to aid in the management and recovery of County Computing Systems and Networks as well as conduct forensic investigations in the event problems or complaints are investigated.


	N. Security Incident Response. 
	O. Business Continuity and Disaster Recovery. 
	P.    Network and Communications Services. 
	a. Firewall Deployment.  A firewall must be installed at each Internet boundary, Extranet boundary and unsecured wireless connection. All inbound and outbound Internet services must be processed by the firewall. The firewall must deny any inbound and outbound traffic not specifically allowed and must restrict unsolicited inbound Internet traffic to IP addresses within the DMZ.  No direct routes from the Internet to the County Intranet are permitted.  The firewall must be configured to use network address translation to mask internal addresses and configured so that internal addresses cannot pass from the Internet into the DMZ. Firewalls must restrict connections between publicly accessible servers and any system component storing excluded/exempt data, including any connections from wireless networks. 
	b. Firewall Deployment for systems containing excluded/exempt or information. All servers creating, collecting, processing, storing, or transmitting excluded/exempt data or information must be segmented away from both non-confidential servers and any other network segments (including wireless, dialup, VPN, etc.) by the use of firewalls (hereafter referred to as a high-security zone firewall).  All connections to the County Intranet where excluded/exempt data is approved to traverse Extranets, the Internet, or any wireless networks must be encrypted.  Databases with sensitive data or information will be placed in an internal network zone segregated from the DMZ.  The high-security zone firewall must deny any inbound and outbound traffic not specifically allowed.  
	c. Network Intrusion Detection.  Intrusion detection systems (IDS) must be deployed as appropriate to monitor all traffic to/from any external network (e.g., Extranet).  
	d. Application Layer Firewalls.   Any Internet facing system containing excluded/exempt data or information must have all inbound and outbound Internet traffic inspected by an application firewall.   Other Internet facing systems may also be protected by an application firewall as feasible or appropriate. 
	e. Documentation, Approvals and Reviews.  All Internet protocols and services passing through both the firewall and the DMZ, and between the Internet, Extranets, and any unsecured wireless networks, must be logically and physically diagrammed/ documented.   All network traffic passing through a high-security zone firewall, or relevant to a system containing excluded/exempt data or information, must be logically and physically diagramed/documented.  In addition, a documented business justification for all protocols that have been approved by both the requesting Elected or Appointed Clark County Department Head and the Clark County CIO must be maintained.  Internet and high-security zone firewall rule sets shall be reviewed every 6 months.  Any changes to the firewall rule sets affecting systems containing excluded/exempt data or information must be tested before implementation and may not be implemented until written approval is obtained from the affected Elected or Appointed Clark County Department Heads and the Clark County CIO. 
	a. Access.  Access to County Computing Systems and Networks via the Internet or unsecured wireless networks requires the use of VPN – LAN-to-LAN and client-based VPN with Managed PKI Services.   
	b. Approval.  Approval to remotely access County Computing Systems and Networks requires the approval of the responsible Elected or Appointed Clark County Department Head and the Clark County CIO.
	c. Configurations.  Personal computers that are used for remote access to County Computing Systems and Networks shall be configured as follows:
	1) Remote PC user sessions must authenticate with strong authentication (one time passwords or digital certificates).
	2) Remote PCs must have installed and be operationally configured with antivirus, anti-mal ware, and personal firewalls. 
	3) Patches for the operating systems and applications and updates for Web Browsers, email clients, instant messaging clients, antivirus software, anti-malware, and personal firewalls shall be current.  
	4) Email clients must be configured to favor security over functionality.  Email clients should be configured to: Prevent automatic loading or remote email images; limit mobile code execution; have the default message reading and sending format set to plain text; disable automatic previewing and opening of email messages; and enable spam filtering.
	5) Web browsers must be configured to favor security over functionality.   Web browsers should be configured to restrict web browser cookies, block pop up windows, enable phishing filters, and run with the least privileges as possible.  In addition, unneeded browser plug-ins should be removed and website passwords should not allow passwords to be recalled automatically.  
	6) Remote PC user sessions to County Computing Systems and Networks must be protected from unauthorized physical access during the period of connection through the use of the client operating systems screen saver utility with a low wait set and on resume password enabled. 
	a. Access to the device shall be limited to the user/owner by setting a PIN or Password. Pin numbers must be at a minimum of six characters in length.
	b. The device shall: be configured to the idle/lock/unlock capability; be disabled of unnecessary “cellular or wireless services”, Bluetooth, or infrared capabilities; use up-to-date, anti-virus or personal firewall devices if available; be kept up-to-date with the latest software and security patches; and be configured to support security functionality. 
	c. Use a minimum of 128-bit AES encryption for transmission.   
	a. The installation of a direct dial modem is justified because of a bona fide business reason, and such justification is documented in writing by the responsible Elected or Appointed Clark County Department Head and approved by the Clark County CIO.  
	b. The modem and software are installed and configured by an authorized County network or system administrator or technician. 
	c. The Direct Dial Modems shall be set to provide dial out services only and will not be set to answer incoming calls.  
	d. If the connection is used on a contingency basis for maintenance or trouble shooting network or system problems, the computer must be immediately deactivated and or physically disconnected after use.
	a. Wireless Equipment.  Any device or equipment subject to the Federal Communications Commission Part 15 rule that is capable of transmitting and receiving data and is attached to the Clark County network is considered to be a Wireless device under this directive.
	b. Network Segmentation and Configuration.  All wireless networks shall be segmented from systems with a firewall as appropriate to satisfy excluded/exempt data security requirements.   Wireless networks that employ Wi-Fi Protected Access (WPA) with 802.1x authentication and 802.11i/WPA2 with 802.1x authentication and are implemented based on current wireless industry security guidelines are considered secure wireless networks.   Any unsecured wireless network shall be segmented appropriately. Default settings, keys, service set identifier (SSIDs), passwords, Simple Network Management Protocol (SNMP) community strings, and default SSID broadcasts shall be changed/disabled, as appropriate. 
	c.  Wireless Authentication and Encryption.   Except in the case of infrastructure access, user access to the County’s secure wireless network shall be controlled and interfaced with current and compatible wireless security mechanisms.  These mechanisms shall uniquely identify and authenticate each user and/or device individually. Transmissions shall be encrypted using at least a 128-bit encryption algorithm with a per-user rotating key system with integrity checking such as 802.11i/WPA2 and two factor/strong authentication tools.  Wired Equivalent Privacy (WEP) shall not be used.  Remote access for network and system administrators requires that SNMPv3 encrypted sessions with strong/dual two factor/strong authentication tools authentication be used.
	d. Infrastructure Wireless Access.   Where wireless devices are used in the County’s network to provide connectivity to a building or a group of users, the wireless devices shall authenticate to the network.   If excluded/exempt data or information is transmitted over this type of connection, it must be encrypted. 
	e. Physical Access.  Physical access to the County’s wireless network shall be restricted and controlled in accordance with the physical security requirements of this directive.  Wireless access points shall be placed in a physically secure location or employ a locking mechanism that can reasonably prevent the removal/theft of the device or access to the network port.
	f. Configuration and Testing.  Wireless infrastructure devices shall be configured and tested in an isolated environment prior to deployment. If wireless access is deployed, a wireless analyzer and other wireless security assessment and penetration testing tools will be used to identify all wireless devices and determine if there are any security configuration liabilities. 
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