Audit Department

500 S Grand Central Pky Ste 5006 « PO Box 551120 e Las Vegas NV 89155-1120
(702) 455-3269 e Fax (702) 455-3893

Angela M. Darragh, CPA, CFE, CISA, Audit Director

February 27, 2012

Mr. Don Burnette

Clark County Manager

500 S. Grand Central Parkway, 6™ Floor
Las Vegas, NV 89155

Dear Mr. Burnette:

Pursuant to Audit Department policy, we performed follow-up procedures on significant findings from
the Clark County Justice Court’s Court Education Program (CEP), also known as Online Traffic/DUI School
audit dated March 29, 2011. This follow-up letter should be read in conjunction with the original audit.
The follow-up procedures performed included interviews with responsible parties and an examination of
related documentation. This follow-up engagement does not represent a complete reexamination of
the Court Education Program.

The auditor’s role in follow-up engagements is to compile corrective actions taken from affected
department/division management, assess whether these responses are adequate or not adequate to
correct reported deficiencies, and relay those findings to management.

It is the department/division management’s responsibility to decide if any appropriate action should be
taken in response to reported audit findings. It is also their responsibility to assume the risk by not
correcting a reported condition because of cost or other consideration.

The results of our follow-up engagement showed that of the recommendations requiring follow-up
attention from the CEP audit, one finding was fully implemented, and two findings were not
implemented. Procedures to ensure timely security updates to all justice court computers are in
progress. In addition, the Court IT Business team will review and update the CEP procedures manual,
using a Business Analyst position in the process of being filled.

The assistance and cooperation of county staff is recognized and appreciated.
Sincerely,
/s/ Angela M. Darragh

Angela M. Darragh, CPA
Audit Director
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COURT EDUCATION PROGRAM (CEP) - IT INFRASTRUCTURE

Findings, Recommendations, and Corrective Actions Status

As of February 15, 2012

Original Report Issuance Date: March 29, 2011
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Server-level Computer Security Updates
All of the server-level computers that support the |Management should ensure that a Y |The servers are currently managed by Clark County IT v
various components of the CEP were examined |periodic review of the department's (CCIT). Since the audit, CCIT has developed a formal
using an industry standard security scanning server-level computers is conducted to server patch management process to ensure critical
software product. With one exception, the ensure that these computers security patches are installed on the servers supporting the CEP
security settings on these servers were settings are maintained in an up-to-date applications. NOTE: THIS WAS COMPLETED DURING THE
up-to-date. Note: Corrective action was taken |manner. ORIGINAL AUDIT ENGAGEMENT.
by CCIT to remove this exposure.
P Desktop/Laptop Computer Security Updates
A sample of the desktop and laptop computers |Management should ensure that their Y |Court IT has a manual report (Compliance 6) that is used v
used by CEP were tested. With two exceptions, |desktop and laptop computer inventory is to monitor computer software updates. However, the
the security settings on the tested computers periodically scanned to ensure that the testing of two computers revealed that there are still
were reasonably up-to-date. The first exception |[security settings on every computer are issues with security setting updates.
was corrected immediately by the Clark County |up-to-date.
Courts IS Desktop and Infrastructure Program
Manager. The other was a laptop that was
missing a number of security patches.
3 CEP Procedures Manual Update
CEP's software is supported by a well Management should ensure that the Y |The Court IT Business team will assign this to a business v
documented process and procedures manual. manual is reviewed and modified to analyst position in the process of being filled.
However, the manual was out-of-date. reflect current operating procedures and
process options.
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