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COUNTY CLERK AUDIT DEPARTMENT
Internal Controls Over Cash Handling Follow Up Audit Angela Darragh, CPA, CFE, CISA, CHC
Findings, Recommendations, and Corrective Actions Status Director
As of June 27, 2014

Original Report Issuance Date:  April 30, 2013

 Finding  Recommendation(s) Corrective Actions Status
Technology Fee Not Collected (HIGH)
The Clerk’s Office does not currently collect an allowed technology fee 
of $3.  According to state statutes, the Clerk must record certificates of 
marriage, but this is currently done by the Recorder’s Office.  The 
Recorder’s Office records the certificates of marriage and is allocated 
the $10 fee collected by the Clerk’s Office for this function.  In order to 
take advantage of the extra fee, the Board of County Commissioners 
would have to approve an ordinance moving the marriage license 
recording function to the Clerk.  The fee is to support the acquisition 
and improvements needed for issuance of marriage licenses and the 
filing (recording) of certificates of marriage.

1. Modify operational procedures and obtain Board of County 
Commission approval to collect the extra technology fee as allowed by 
State statute; or 

2. Propose revised statutes during a future legislative session that 
would allow technology fees to be collected without the need for a 
change in operations.  

Resolved.  The Board of County Commissioners unanimously approved 
on June 17, 2014, the implementation of the technology fee with the 
reservations that  the matter be brought back to the BCC within a year.

Source of Revenue Lacks Controls (HIGH)
Controls do not exist to ensure that all Fictitious Firm Name, Bond and 
Oath of Notary Publics, and Passport Acceptance transactions are 
receipted and recorded.  Fictitious Firm Names and Notary Bonds and 
Oaths are completed by the customer and processed and file stamped 
by the cashier.  Passport applications are transmitted to the State of 
Nevada with a transmittal list.  This transmittal list is not reconciled to 
AMCAD to assure that all received funds are deposited.  With the lack 
of controls over initiation of cash transactions, theft and unrecorded 
transactions may occur and not be detected unless a complaint is 
made.  The customer may not be aware that a document was not 
receipted or recorded in AMCAD, since the customer receives an 
official file stamped document.

1. Improve controls immediately by implementing a process similar to 
that used for certified copies, where a supervisor separate from the 
cashiering function file stamps documents and monitors receipting.  

2. Determine the feasibility of implementing other controls such as 
separating window functions for distributing official documents to 
customers or programming AMCAD to provide official documents after 
receipt.

Resolved.  The Clerk's Office implemented document count 
verification to amounts deposited for Fictitious Firm Names and 
Notary Bonds and Oaths transactions during the deposit reconciliation.  
The Clerk's Office also  implemented supervisory review over the 
passport transmittals to amounts deposited during the deposit 
reconciliation process.  The process is documented on a Revenue 
Recap form and all supporting reports are retained.
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Change Fund and Cash Transfer Attestations Not Performed (HIGH)
When funds are transferred between individuals in certain 
circumstances, there is no signed attestation indicating the amount of 
the transfer.  This occurs in the following instances:

1)  Administrative Office cashiers receive change funds during opening 
procedures.
2) Administrative Office cashiers transfer funds received and change 
funds at closing.
3) Marriage Bureau cashiers transfer accumulated cash in the amount 
of $1,000 to supervisors during daily cashiering procedures.

Accountability for funds when cash shortages/overages occur cannot 
be established if there are no signed attestations.

1. Establish consistent procedures throughout the department for the 
exchange of cash that includes signatures of both staff members on 
the Daily Report form, attesting to the amount of cash transferred.

Resolved.  Transfers in the Administrative Office and the $1,000 
transfers in the Marriage Bureau are now documented in the Daily 
Report that serves as a drop slip.  The Daily Report serves as the 
attestation and contains 2 signatures.  The monies are to be 
immediately deposited into a drop safe.

Fee Adjustments Made Without Supervisor Approval (HIGH)
Fee Adjustments may be made after a receipt is given to the customer 
and a transaction completed.  Fee adjustments do not require 
supervisor approval and may be processed in the Cashiering module 
by the two cashiers in the Administrative Office and 14 Marriage 
Bureau personnel given assistant supervisor and above user access.  
Fee adjustments report on the Audit Transaction Report.  However, 
this report is not used in the deposit reconciliation process.  The 
Marriage License module also has a fee adjustment feature that was 
given to all staff.

Fee adjustments are similar to void transactions and are considered a 
high-risk control area.  Without adequate manual and application 
controls in place minimizing authority and user access, fraudulent 
transactions and errors could be made and not detected.

1. Implement procedures that require supervisor approval for any fee 
adjustments.  

2. Limit access to the fee adjustment transaction to a minimum 
number of supervisors.  

3. Limit fee adjustment access in the Marriage License module to 
select individuals.  

4. Monitor Audit Transaction reports as part of the deposit 
reconciliation process.

Resolved.  The Fee Adjustment reports are reviewed by a supervisor 
during the deposit reconciliation process to determine that 
transactions are valid.  The supervisor initials the report.
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Deposit Review Procedures Need Improvement (HIGH)
Procedures are in place for the Senior Management Analyst (Analyst) 
to review the deposit package.  We examined three deposit packages 
from the Administrative Office that includes the Marriage Bureau and 
Civil Marriage Commissioner Office deposits.  We also reviewed one 
deposit package each for the Laughlin and Henderson offices.  The 
deposit packages do not contain a signature to document the review 
of the Analyst.  In addition, the Analyst may prepare the deposit.  
When this occurs, the deposit package is not reviewed by a 
supervisor/manager. 

Monitoring is a detection control for identifying abusive transactions 
and errors by a person with knowledge of transactions.  In this case, 
the Analyst could potentially take funds from the deposit without the 
loss being detected.

1. Implement a procedure for the deposit package to be reviewed by a 
supervisor/management member that does not prepare the deposit 
and does not record transactions.  

2. Document the review of the deposit in the form of a signature on 
the deposit package.

Resolved.  The deposit package is reviewed by a person independent 
of the cash handling and count during the deposit reconciliation.  This 
person is generally the Assistant Clerk.

User Rights through Groups Need to be Modified (HIGH)
We found the following during our review of user access:

• user access to group rights is excessive, 
• groups exist that are not needed, and
• a test group exists in the production environment.  

The Clerk’s Office configured user rights to allow users to generally 
have access to all transaction types limited to certain areas.  Marriage 
Bureau personnel do not process Fictitious Firm Names, Notary Bonds 
and Oaths, and passport application transactions.  However, there are 
22 Marriage Bureau staff that have access to those functions through 
the Fictitious Firm Name group.  Further, the two cashiers and 
supervisor in the Administrative Office do not process marriage 
licenses, but have access to all modules and are members of both the 
Fictitious Firm Name and the Marriage Bureau groups.  Three 
supervisory type groups exist for the Marriage Bureau with 24 staff 
members.  The GPR 2nd Shift Employees group only has one staff 
member in the group that is not necessary or serving the intended 
function.  Employees generally should have access to the minimum 
necessary to perform their job duties.  Excess access can lead to errors 
or deliberate actions that threaten the data’s confidentiality, integrity, 
or availability.

1. Review operational functions and align access rights to provide for 
adequate segregation of duties and restrict access rights to those 
necessary to perform job duties.

Resolved.  Excessive and unnecessary user groups are disabled.  These 
included the 2nd Shift Employees, MB Asst Supv, and Staff Test.
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Users Granted Unnecessary Access through Groups (HIGH)
In general, access rights within groups are not assigned in a manner 
that supports an adequate segregation of duties.  Rights within groups 
allow staff excessive access and access to high-risk functions that 
should be restricted to upper management.  High-risk functions such 
as modifying a user, adjusting, voiding transactions, correcting 
transactions, changing batch dates, changing marriage license 
numbers and issue dates, saving over images, editing completed 
records, and modifying verified images are allowed to staff that initiate 
transactions.  Upper management has access rights to initiate 
transactions and also to then void, modify, edit, adjust, and/or correct 
those transactions.

1. Review rights within groups to realign access to provide adequate 
segregation of duties.  This should include separating initiation of 
transactions from cash handling, approvals/authorization, and 
monitoring/reviewing functions.

2. Where access rights cannot be adequately segregated, implement 
mitigating controls.  Access rights should be supported with physical 
segregation of duties and manual controls.  Exception reports should 
be provided to management for review.

3. Eliminate the ability to change marriage license numbers and issue 
dates, and instead use the void function with approval and review.

Resolved.  Access rights within groups that are not needed and 
present a control risk as identified during the audit were either 
disabled or were addressed through mitigating controls for No Fee and 
Fee Adjustment transactions.

Unrestricted Ability to Process Documents for No Fees (HIGH)
All groups except the Finance, Intranet, and MB DE Upgrade to 
Supervisor groups have access to the no fee document, allowing them 
to provide services without charging the applicable fee.  The three 
staff members in the Finance group have access to that function 
through other groups that allow no fee documents.  As a result, all 
personnel within the Clerk’s Office may process a no fee document.  
Only Notary Bond and Oath transactions may be provided at no fee by 
statute to certain state and local government agencies and offices.

1. Restrict access to no fee documents to cashiers that process Notary 
Bond and Oath transactions. 

2. Develop a no fee exception report for management review to verify 
that all no fee transactions are appropriate.

Resolved.  The Clerk's Office is transferring all cashier transactions 
from the Administrative Division to the Marriage Bureau.  These 
transactions are Fictitious Firm Name, Notary Bond and Oaths, and 
Passport.  As a result the Marriage Bureau has been given more 
access.  Mitigating controls for addressing associated risks are 
addressed through increased controls over review and approval of No 
Fee and Fee Adjustment transactions during the deposit reconciliation 
process that occurs daily.

Receipt Numbers Not Used to Verify Deposits (HIGH)
AMCAD does not have an independent numbering system for receipts, 
so transaction numbers serve as receipt numbers.  Receipt numbers 
are not accounted for during the deposit process and mitigating 
controls are not in place, except for marriage license receipts, to 
determine that all amounts receipted are deposited.  Reports do not 
currently exist in AMCAD to easily account for receipted transactions 
numerically.

Without adequate controls in place for accounting for completeness of 
receipts, a theft would not be identified.

1. Request that AMCAD include, in a future release, the ability to 
assign receipt numbers apart from transaction numbers.  Reports 
should be created to either report exceptions in receipt number 
sequencing including those receipts out of date order, or a report 
provided that lists receipts in sequential order for ease of 
accountability.  

2. Until such information as recommended in 1 above is available, 
create an exception report for reconciling the deposit.  

Resolved.  AMCAD will not configure receipt numbers to process 
cashiering transactions.  The Clerk's Office implemented mitigating 
controls that include validating transactions by accounting for 
document numbers and recalculating the amount of money that 
should be deposited.  This calculation is documented in the Revenue 
Recap form.  The count is also documented on this form.  The 
recalculation and the deposited amount are then compared.  The 
Passport Transmittal is reviewed and the passport processing fee is 
recalculated from the document count on the transmittal. 
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Generic Users in AMCAD (MEDIUM)
Ten generic user accounts are available to assign to staff when 
passwords need to be reset.  These accounts may be used by any staff 
as assigned.  Generic user accounts are used since AMCAD does not 
have an automated password reset feature and information 
technology staff is not available for the Marriage Bureau after hours.  

Generic user accounts pose a problem as accountability for 
unauthorized/fraudulent transactions is difficult, if not impossible to 
establish.  A signed log for the use of the accounts is not maintained, 
and no other mitigating controls are in place.  Further, generic and 
guest accounts are not permitted by the County Information Security 
Policy.

1. Request that AMCAD develop self service password reset capability 
in a future version.

2. Alternatively, the Clerk’s Office may devise another suitable process 
for password changes, such as granting an individual within the 
department the ability to change passwords after normal business 
hours.

Resolved.  Generic user accounts no longer have access to any 
modules within AMCAD.

Deactivation of User Feature Not Available in AMCAD (MEDIUM)
AMCAD does not have a method to deactivate users.  The Clerk’s 
Office compensates by changing the user name to a letter prefix that is 
the same for all inactive users.  The password is then changed, and the 
inactive user accounts remain active in the system.  While the controls 
in place may deter the use of these accounts, application controls are 
not sufficient in this area, as this leaves eleven accounts that can be 
compromised and used without any accountability.

1. Request AMCAD include in future versions of the application a 
methodology to formally deactivate users.  Deactivating of users 
should minimally include AMCAD automatically changing user 
passwords and removing the user from groups.  

2. Request that AMCAD develop standard reporting for managing user 
accounts.  These reports should include date of activation, 
deactivation, and reactivation.

Resolved.  The Clerk's Office adopted the practice of disabling users 
manually.
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AMCAD Passwords Do Not Meet County Policy Requirements (MEDIUM)
AMCAD does not allow numeric or special characters in passwords.  In 
addition, AMCAD does not have a minimum character length, 
expiration, or automatic reset requirement.  

AMCAD passwords are not in compliance with the County Technology 
Directive 1, Information Security Policy, which requires the following:

User passwords must be at least eight characters in length and consist 
of two or more of the following: capital letters, lower case letters, 
numbers, and special characters (%*$@!).  User passwords should not 
include common names or phrases. User passwords must be changed 
every 90 days and may not be reused for at least six password change 
periods. 

Without adequate prevention controls over passwords, the overall risk 
of a security or data breach is heightened.

1. Request AMCAD to include additional password features in a future 
version, including automatic change prompting, in accordance with 
County Technology Directive 1.  

Resolved.  The Clerk's Office is in the test phase of implementing 
AMCAD password configuration that is compliant with Clark County 
Information Technology Directive No. 1.

Ineffective Use of Mail Logs (MEDIUM)
During our review, we found that mail logs are not used to reconcile 
the deposit, access to modify logs is not restricted, and mail is opened 
and logs are prepared by staff that receipt transactions and reconcile 
the deposit.  The mail log is used to track mail information, including 
checks received.  It is updated when a check is either rejected or 
receipted.  The purpose of the mail log was to be able to provide 
information to customers when they have a question regarding a 
mailed item, and to control the status of check transactions.  Mail logs 
are typically implemented to segregate the opening of mail, the 
receipting of monies received through the mail, and to be used as a 
tool to assure that all monies received are recorded and deposited by 
reconciling the checks on the log to the deposit.  Currently, the mail 
log is not being used for this purpose, and anyone with access to the 
logs can make changes to them.  As a result, funds received through 
the mail could potentially be misappropriated prior to receipting and 
recording without being identified through a reconciliation process.

1. Two individuals should be present to open the mail.  The first person 
should record the mail and checks into the log and the second person 
should attest by signature to the dollar amount of checks received.  
The list of cash received and attested by signature should be used to 
reconcile the deposit.

Resolved.  All mail is opened by 2 persons in the Administrative 
Division of the Clerk's Office .  All monetary mail transactions are 
entered into AMCAD suspended transactions.  The report and checks 
are reviewed by a supervisor prior to mailing.  The supervisor verifies 
that all rejected checks have a letter in the file and that all checks not 
rejected have a receipt.
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Rejected and Pass Through checks Not Receipted by the Clerk's Office (MEDIUM)
Checks that are rejected during mail opening procedures and checks 
that are passed through to other agencies are not receipted by the 
Clerk’s Office.  Checks may be rejected for various reasons, such as 
incomplete documentation.  The cashier will then mail the rejected 
checks and documents back to the sender, making notations in the 
mail log.  Pass through checks include checks for passport applications 
in the amount of $110 to the Secretary of State and $45 for 
background checks for minister licenses.

There is a lack of accountability and responsibility when these checks 
are not receipted.  Since the mail log does not have sufficient controls, 
may be changed by anyone with access, and is not used in the deposit 
reconciliation process, checks may be misappropriated.  The 
misappropriation could go undetected if customers do not complain.

1. All checks received in the Clerk’s Office be receipted, but not 
necessarily deposited.  A process similar to the one used for controlling 
voided checks should be put in place to adequately control rejected 
and pass through checks.  This process should include accounting for 
rejected and pass through checks during the deposit reconciliation 
process.  

2. Checks should be immediately placed in a secure mailbox or safe for 
pick-up.

Resolved. The rejected checks are treated in the same manner as 
described in the previous findings.  Passport checks mailed to the state 
are not entered into AMCAD.  However, the checks, a log, and 
passport transmittal are forwarded to the Administrative Division of 
the Clerk's Office for supervisor review.  The Passport Checks are 
mailed out by the supervisor.

Audit Logs Not Available (LOW)
AMCAD does not have an audit log that may be used to monitor 
activity.  The Clerk’s Office does not have an audit trail to have the 
ability to monitor all transactions for unauthorized activity or to assist 
in establishing accountability.

1. Work with AMCAD to develop audit logs in a future version.  Resolved.  Audit logs will not be available on AMCAD to capture 
changes to the system that are not captured on the audit transaction 
log.  Changes in the security of AMCAD are not tracked in AMCAD 
transaction logs.  The Clerk's Office implemented controls over the 
deposit process to mitigate the lack of audit logs for transactions.  The 
Clerk's Office also disabled access to change or delete a user for all 
employees except 2 system administrators for AMCAD.
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Allocations of Monthly Revenue (LOW)
During our audit, we found that recording of deposits is delayed.  The 
primary reason for the delay is that deposits are temporarily recorded 
into a miscellaneous in-transit fund (Miscellaneous Agency Fund) until 
the funds are reallocated at the end of the month to the appropriate 
funds.  Reconciliation by the Clerk’s Office is performed at the end of 
the month prior to the allocation to assure that the amounts in the in-
transit fund and the amounts reported by the AMCAD match.  The 
Comptroller’s Office records the entry for the allocation.

Recording deposits into the in-transit fund causes the funds to be 
unavailable until allocation at month-end.  Further, General Fund 
revenues do not match the Clerk’s expenditures.  This also causes 
operational inefficiencies, as the Comptroller’s Office records an entry 
that would otherwise not be necessary if the deposits were directly 
recorded into the appropriate funds.  The delaying of recording of 
deposits is problematic as reporting of revenues to the County is not 
timely.  However, the monthly reconciliation of AMCAD transactions 
and SAP is a control that should remain in place.

1. Directly record deposits into the appropriate funds the same day the 
deposit is made.

Resolved.  The Comptroller's Office determined that the method of 
recording the deposits will not be changed.

Change Fund Excessive (LOW)
The Clerk’s Office has a large amount of cash available for change, and 
only a portion of the funds are used to make change or to fund cashier 
drawers.  Currently, an excessive amount remains in the safe in the 
administrative offices.  The Clerk’s change bank was approved by the 
Board of County Commissioners on June 15, 1999.  At that time, 
marriage license fees totaled $55, and there was a need for the 
significant change fund.  However, in May 1999, the state legislature 
approved a fee increase from $20 to $25 for the Account for Aid for 
Victims of Domestic Violence in the State General Fund.  This change 
increased total fees collected for marriage licenses from $55 to $60, 
decreasing the need to make change.  Cash is inherently at risk of 
misappropriation.  Excessive change banks are an unnecessary risk to 
the Clerk’s Office.

1. Reduce the amount of change funds to an amount that more 
accurately reflects operational change needs.

Resolved.  A $7,000 and $4,5000 deposit and transfer to the general 
fund was processed on June 26, 2013 and April 1, 2014, respectively.
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