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Tax Receiver Cash Handling Procedures Audit Angela M. Darragh, CPA, CFE, CISA
Findings, Recommendations, and Management Response Audit Director

Report Issuance Date:  March 7, 2014

 Finding  Recommendation(s)
Management Response

    & Action Plan Due Date
1 - Password Configuration and Expiration (LOW)

Passwords are not configured in accordance with Clark County 
Information Technology Directives, which requires passwords be 
8 characters and expire every 90 days.  The application used by 
the Tax Receiver does not allow for a 90 day option, so all 
passwords are set to expire every 180 days.  Further, passwords 
are only required to be 6 characters in length.

Implement policies and procedures for password expiration that 
meets or exceeds requirements of Clark County Information 
Technology Directives.

The Ascend system is a vendor application that has password 
expiration options of 30 days or 180 days. The application has 
password configuration requirements, but they differ from the 
County's IT Directive.  We have submitted requests to our vendor 
on previous occasions to modify the application to allow a 90-day 
expiration option and provide stricter password requirements. To 
date the vendor has not made such modifications and there is no 
indication that they will.  
Most staff change their Ascend password when they are required 
to change their network password, thus meeting the 90-day 
requirement.  Absent the necessary programming changes, it 
would require manual monitoring of employees to try to ensure 
100% compliance, which would be inefficient.  Even though the 
differences between the ASCEND password security features and 
the County IT standard have been deemed low risk, we will 
discuss this issue again with the vendor.

None

2 - Generic User Accounts (LOW)

One generic user account exists for a vendor in the ASCEND 
application.  Generic accounts may be used with the written 
approval of the County Chief Information Office.  The Treasurer's 
Office has not obtained written approval.

Obtain written approval from the County Chief Information 
Officer in accordance with Clark County Information Technology 
Directives.

When the Ascend system was implemented the policy at that 
time only required Department Head approval for generic 
accounts. IT project staff understood need for use and concurred 
with generic user account. We are preparing a Request for 
Exception and will submit it to the CIO for his review/approval. 

To be submitted 
to CIO by 
3/7/2014
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