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CEP (Online Traffic/DUI School)
Background (Page 1 of 2)

The application supporting the Court Education Program (CEP) is composed of several
subsystems. These subsystems include Traffic School and DUI School (both online &
classroom), an Assessment System (for evaluation and control of moderate and serious
offender programs) as well as a Coroner’s Visitation Program. There are a number of
manual interfaces that supply information to the application’s databases.
The early history of the CEP’s supporting computer application is somewhat clouded.
Information Technology management stated that the program was originally created
using the FoxPro software product. It was estimated that the original FoxPro version
was implemented in 1992. The application was later rewritten using the PowerBuilder
software product. The later version was implemented on July 30, 2001.
Application and procedural documentation was written by the County Information
Technology department personnel who authored the application (dated: 2/23/2005).
Documents indicate that the system has been administered/supported by four County
Information Technology department applications programmers; three of whom have
retired or resigned their positions with the County. It was also related that contracted IT
personnel have also worked periodically on the application.
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CEP (Online Traffic/DUI School)
Background (Page 2 of 2)

All but one of the server-level computers supporting this application are administered
by Clark County Information Technology department’s Technical Services
Infrastructure group. The application itself is supported by Clark County Information
Technology department’s Application Services group personnel.
Clark County Court IT personnel support the remaining server. They are also involved
with programming, reporting functions and infrastructure support. All server-level and
desktop level computers are located in secure work areas.

Online financial transactions are performed through a third party business service.
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CEP (Online Traffic/DUI School)
Objectives and Scope

Objective

• To determine if appropriate controls, commensurate with the level of risks and
exposures, have been implemented and are functioning as intended.

Scope

• The audit examined the computer infrastructure supporting the CEP (also known
as the Online Traffic School) as it existed during the audit period.

• The audit examined the application’s documentation file as it was presented.

• The audit was conducted in accordance with generally accepted governmental
performance auditing standards. These standards require that we plan and perform
the audit to obtain sufficient, appropriate evidence to provide a reasonable basis
for our findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and conclusions
based on our audit objectives.
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CEP (Online Traffic/DUI School)
Methodology

This review was conducted using a number of audit techniques. These included, but were
not limited to:

• Interviews with key departmental management and operations personnel.
• Interviews with Clark County Courts, Information Systems, Desktop and

Infrastructure management and staff.
• Interviews with Clark County Information Technology department’s Technical

Services (Infrastructure) management and staff.
• A review of available systems and application documentation.
• Field testing of computers using industry-standard security scanning software.
• Observations, including a review of physical security, operational controls,

systems and applications change management, data back-up and recovery and
related procedures.

• Reliance was placed on the Clark County Operations Center Audit’s results for
server related physical security issues. (6/11/2010)

• Reliance was placed on the CEP audit results for financial and procedural work
performed by Audit (issued 11/13/2008). Return to IndexNext PagePrevious Page
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CEP (Online Traffic/DUI School)
Summary Evaluation

Our review found that the CEP’s supporting computerized infrastructure was, with a
few exceptions, well maintained. Basic controls, including physical security and
data/software back-up and recovery, along with system and application change
management program controls were examined and found to be functioning as intended.

Limited exposures were noted in the server-level and desktop/laptop level computers
used by the department; these are discussed in this report.

Online transactions that pay CEP related fees are channeled through a third party
vendor. Standardized reporting and feedback is provided to the CEP by this vendor.
These financial controls were reviewed in an earlier audit.
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CEP (Online Traffic School)
Results in Brief

Prioritization of Recommendations for Areas of Improvement

High Priority - No issues were found that would be considered to be high priority.

Medium Priority
Those issues that should be corrected as soon as possible, as they create an environment where 
program and data integrity as well as availability could be compromised.

1. Server-level Security Settings
2. Desktop and Laptop Security Settings

Low Priority 
Those issues that should be corrected as time permits, as they have a minimum impact on 
program and data confidentiality, integrity and availability.

1. System and Procedural Documentation

Return to IndexNext PagePrevious Page



9

CEP (Online Traffic School)
Medium Priority Issue #1 – Server-level Security Settings

All of the server-level computers that support the various components of the CEP were
examined using an industry standard security scanning software product. With one
exception, the security settings on these servers were found to be up-to-date. The
reason for the exposure was explained by County Information Technology (CCIT)
personnel as a timing issue due to the servers 24-hour operational status. Nonetheless,
corrective action was taken by CCIT to remove the exposure in a very timely manner.

RECOMMENDATION
Management should ensure that a periodic review of the department’s server-
level computers is conducted to ensure that these computers security settings are
maintained in an up-to-date manner.
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CEP (Online Traffic/DUI School)
Medium Priority Issue #2 – Desktop & Laptop Security Settings

A randomly selected sample of the desktop and laptop computers, used by the CEP
management and staff, were tested using the Microsoft Baseline Security Analyzer.
The results of these security scans indicated, with two exceptions, that these personal
computers were reasonably up-to-date as far as their security settings were concerned.
The first exception was corrected immediately by the Clark County Courts Information
Systems Desktop and Infrastructure Program Manager. The other exposed computer
was a laptop that was missing a number of security patches. It is not unusual for a
laptop computer to be behind in the implementation of operating system and
application software security patches. Unless a laptop is connected to the network
fairly frequently, it can miss the periodic network-managed security patch maintenance
processes.

RECOMMENDATION
Management should ensure that their desktop and laptop computer inventory is
periodically scanned to ensure that the security settings on every computer are
up-to-date.
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CEP (Online Traffic/DUI School)
Low Priority Issue #1 – Systems & Procedural Documentation

The CEP’s software is supported by a well documented, extensive process and
procedures manual. However, the manual is out-of-date due to on-going program
maintenance and product enhancements. There were no indications that the manual has
been updated since it was published (2/2005).

RECOMMENDATION
Management should ensure that the manual is reviewed and modified to reflect
current operating procedures and process options.
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CEP (Online Traffic/DUI School)
Noteworthy Accomplishments

We would like to thank the management and staff of the CEP department who assisted
us in our review; as well as the computer personnel who support their operations. The
time and assistance provided by Clark County Courts Information Systems - Desktop
and Infrastructure team, and the CCIT department’s Technical Services (Infrastructure)
and Application Services teams was greatly appreciated. Their willingness to act when
we had concerns and to share their knowledge is greatly appreciated.
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CEP (Online Traffic/DUI School)
Management Response

Management’s response can be viewed on the following page.
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